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2. BACKGROUND
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Threat model.
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Security goals.
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Caveats.
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Connections to secure multi-party computation.
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Applications to system robustness.
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3. ATTACKS ON EXISTING AGGREGATION
PRIMITIVES

An example.
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Some functionalities are inherently insecure.
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The average is insecure.
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The sum is insecure.
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The count can be secured.
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The minimum is insecure.
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Application to aggregation.
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Resilient estimators and resilient aggregation.
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Attack models.
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6. SATISFACTORY AND UNSATISFACTORY
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The average and sum.
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Other estimates of location.
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8. DISCUSSION

Pragmatic advice for implementors.
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When to use resilient aggregation.
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Open problems.
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Related work.
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