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ABSTRACT

Many key pre-distribution techniques have been developeehtly
to establish pairwise keys for wireless sensor networks.fufo
ther improve these schemes, researchers have proposée tdta
vantage of sensors’ expected locations to help pre-diginity key-
ing materials. However, it is usually very difficult, and setimes
impossible, to guarantee the knowledge of sensors’ exgédote
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1. INTRODUCTION

Recent technological advances have made it possible tdogeve
wireless sensor networks consisting of a large number ofdost,
low-power, and multi-functional sensor nodes that commeatei in
short distances through wireless links [1]. Such sensawroris
are ideal candidates for a wide range of applications sutieaith
monitoring, data acquisition in hazardous environments, ril-

cations. In order to remove the dependency on expected loca-itary operations. The desirable features of wireless senst

tions, this paper proposes a practical deployment modeéravh

works have attracted many researchers to develop protacals

sensor nodes are deployed in groups, and the nodes in the samalgorithms that can fulfill the requirements of these agians

group are close to each other after the deployment. Basekion t
model, the paper develops a novel group-based key prébdison
framework, which can be combined with any of existing key-pre
distribution techniques. A distinguishing property ofsttifame-
work is that it does not require the knowledge of sensorstetqul
locations and greatly simplifies the deployment of senstwars.
The analysis also shows that the framework can substantia
prove the security as well as the performance of existinggtey
distribution techniques.

Categories and Subject Descriptors

C.2.0 [Computer-Communication Networks]: General—Secu-
rity and protection D.4.6 [Operating System$. Security and Pro-
tection—Cryptographic controls K.6.5 [Management of Com-
puting and Information Systemg: Security and Protection
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(e.g.,[1,11,12,19,20)).

Security becomes a critical issue to ensure normal netwgek-o
ations as well as the integrity, availability, and at timesfedential-
ity of the data collected by sensor nodes in hostile envirms
However, providing security services in wireless senstwaoiks
is quite challenging due to the resource constraints orosemsles
and the threat of node compromises. In particular, it is lpira-
practical to establish keys between communicating sensdes
using traditional methods such as public key cryptograptu/ley
distribution centers (KDC).

Key management is the cornerstone of security services such
as authentication and encryption in wireless sensor n&gvdre-
search seeking low-cost key management techniques thatucan
vive node compromises in sensor networks becomes quiteaati
the past two, three years, yielding several novel key ps&ritlution
schemes [5, 6,8-10,17, 18, 24, 25].

A basic probabilistic key pre-distribution scheme was psmul
in [10]. In this scheme, each sensor node is assigned a rasglom
set of keys from a key pool before deployment. As aresult seve
sor nodes have a certain probability to share at least onafkey
deployment. This scheme was further extended in [6] by regyi
two sensor nodes share at leagire-distributed keys to establish
a pairwise key. A random pairwise keys scheme was also devel-
oped in [6]. This scheme pre-distributes random pairwises kee-
tween a sensor node and a random subset of other sensor nodes,
and has the property that the compromise of sensor nodesxdbes
lead to the compromise of any pairwise key shared directiyden
two non-compromised sensor nodes. Two similar threshati:t
techniques were developed independently in [9,17]. PIKE &
veloped by using peer sensor nodes as trusted intermexi[atie
These three schemes significantly enhance the resilietey pire-
distribution against node compromises.

However, due to the resource constraints (especially the li
ited battery power) on sensor nodes and the threat of conipedm
nodes, none of the above key management schemes can gaarante
the security of the keying materials used for the commuitndie-
tween sensor nodes. It is always desirable to improve theisec
and performance of key management.



In many sensor network applications, long distance pepety
secure communication between sensor nodes is rare. Whdedjee
we can use a secret key to secure the long distance peeeito-pe
communication, where the key is established through a nuwibe
intermediate nodes if the hop by hop encryption and auttatitn
is available. Thus, the primary goal of secure communicagdo
provide authentication and/or encryption between neiglskbasor
nodes. Therefore, the most important information that cameb
fit key pre-distribution is the knowledge abaubhat nodes are the
neighbors of each sensor node

Several techniques have been proposed to utilize the deplay
knowledge of sensor nodes to improve key pre-distributiaiq
cols [8, 14, 18, 24]. However, all these improved schemesnass
thatthe locations of sensor nodes can be pre-determined to a cer-
tain extent In practice, it is usually very difficult, and sometimes
impossible, to guarantee the knowledge of sensors’ expéuta-
tions. Moreover, this assumption severely limits the dgmplent
of sensor networks. Thus, an interesting question we maysask
can we improve the existing key pre-distribution techrsguighout
using expected location information?

To answer the above question, this paper identifies a pehdie
ployment model, where sensor nodes are deployed in groads, a
the nodes in the same group are close to each other after the de
ployment. Based on this deployment model, this paper dpselo
a novel group-based key pre-distribution framework. Thalyesis
indicates that the framework indeed improves the secusityell
as the performance of existing key pre-distribution teghas sub-
stantially. Compared to the previous techniques for immgkey
pre-distribution, this approach has the following two adeages.

1. The proposed framework does not require the knowledge
of sensors’ expected locations, which is required by all the
previous techniques in [8, 14, 18, 24] for improving key pre-
distribution. This improvement greatly simplifies the dspl
ment of sensor networks.

. The proposed framework can be easily combined with any
of those existing key pre-distribution techniques, while t
previous technigues can only be used to improve certain type
of key pre-distribution techniques.

The rest of this paper is organized as follows. The next @ecti
discusses our group-based deployment model. Section 8rjises
our framework and provides detailed analysis. Section fewey
related work on sensor network security. Section 5 conelilis
paper and points out possible future research directions.

2. GROUP-BASED DEPLOYMENT

In this section, we present a practical deployment modegrah
sensor nodes are only required to be deployed in groups. The
knowledge used to improve the performance of key pre-istion
is the assumption that the sensor nodes belonging to thegrane
are deployed close to each other. This assumption is génttad,

probability distribution function. The detailed descigot of the
deployment model is given below.

The sensor nodes that are to be deployed are dividedrinto
groups{G; }i=1,...,.n. We assume that the groups are evenly and
independently deployed on a target field. The nodes in theasam
deployment groug-; are deployed from the same place at the same
time with the deployment index During the deployment, the res-
ident point of any node in groug@’; follows a probability distribu-
tion function f;(x, y), which we call thedeployment distribution
of groupG;. An example of the pdf;(z,y) is a two-dimensional
Gaussian distribution. Figure 1 illustrates a two-dimenal Gaus-
sian distribution at the centét50, 150).

Figure 1: Deployment Distribution

Note that the actual deployment distribution is affectedrtany
factors. For simplicity, we model the deployment distribotas
a Gaussian distribution (also called Normal distributisimce it
is widely studied and proved to be useful in practice. Aliiou
we only employ the Gaussian distribution, our methodology loe
applied to other distributions as well.

We assume that the deployment distribution for a node ingrou
G follows a two-dimensional Gaussian distribution centesied
deployment poinfz;, ;). Different from the deployment models in
[8,14], where the deployment points of groups are pre-deteed,
we do not assume any prior knowledge of such deploymentspoint
In fact, we only assume the existence of such deploymentgoin
The mean of the Gaussian distributipnequals(z;, y;), and the
pdf for any node in groug; is the following:

filz,y) = L

2702

“[(z—w;)? —y)?]/202
e ( )+ (y—vi)71/2 = flz — zi,y — yi),

wheref(z,y) = ﬁe’“ﬁ*yz”%z, ando is the standard devia-
tion.

3. GROUP-BASED KEY
PRE-DISTRIBUTION

since the sensor nodes in the same group are supposed to be de- According to the deployment model discussed in the previous

ployed from the same point at the same time. For example,pgro
of sensor nodes are dropped from the helicopter during thiege
ment. For the sake of presentation, we call such a group sbsen
nodes as deployment group

section, the sensor nodes in the same deployment group fve h
probability of being neighbors. To take advantage of thisesb
vation, the pairwise key pre-distribution techniques $thaa least
benefit the sensor nodes in the same deployment group. Hence,

We assume that sensor nodes are static once they are deployedve first employ anin-group key pre-distributiormethod, which

We define theesident poinof a sensor node as the point location
where this sensor node finally resides. Sensors’ residéntspare
generally different from each other. However, we assumeedhie
dent points of the sensor nodes in the same group follow time sa
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enables the sensor nodes in the same deployment group ke esta
lish pairwise keys between each other with high probabilitp
handle the pairwise key establishment between sensor imodiés
ferent deployment groups, we then emplograss-group key pre-



distributionmethod, which enables selected sensor nodes in differ- cross-group (key pre-distribution) instancéhe set of nodes hav-

ent deployment groups to establish pairwise keys and thdgds
different deployment groups together .

In the above idea, as long as a key pre-distribution tecleniqu
can provide pairwise key establishment between sensorsniode
a group, it can be used as the basic building block to cortstruc
the group-based scheme. This implies that our frameworkbean
applied to any existing key pre-distribution technique.

3.1 A General Framework

Without loss of generality, D denote the key pre-distribution
technique used in the framework. This subsection shows bow t
construct an improved key pre-distribution technique bglypg
the group knowledge t®. Note that the previous location-based
key pre-distribution techniques [8, 14, 18, 24] are not mpble

ing the same cross-group instanoé form across groupG’;. The
requirements on these cross groygs;, ..., G, } are: (1) each
cross group includes exactly one sensor node from eachydeplo
ment group, and (2) there are nho common sensor nodes between
any two different cross groups. In other words, for aayd; with

i # j, we haveG} N G’ = ¢ and|G; N G;| = 1. By doing this,

each cross group provides a potential link for any two dapleyt
groups.

In this paper, we propose a simply way to construct deploymen
groups and cross groups. Basically, each deployment gfbup
contains the sensor nodes with ID8 — 1)m + j};=1,...,m, While
each cross grou@; contains the sensor nodes with IDs+ (5 —
1)m};=1,...». By doing this, any sensor node can easily figure out
what deployment group and cross group a sensor node belongs t

here since the framework does not assume the knowledge of theFigure 2 shows an example of such a construction when4 and

expected locations of sensor nodes.

A key pre-distribution technique can usually be dividedithiree
phasespre-distribution which specifies how to pre-distribute key-
ing materials to each sensor nodé@ect key establishmentvhich
specifies how to establish a pairwise key shared betweendwo s
sor nodeglirectly, andpath key establishmemwhich specifies how
to find a sequence of nodes to help two given nodes to establish
temporary session key. The key established in the direce&eb-
lishment phase is called tlrect key while the key established in
the path key establishment phase is callednkeect key

We refer to an instantiation d for a group of sensor nodes as
a key pre-distribution instanceA key pre-distribution instanc®
includes a set of target sensor nodésa set of keying materials
K (e.g., keys [5, 6, 10], polynomials [17], or matrixes [9]hdaa
function g that maps an ID inG to a subset of keying materials
in K. In such an instance, each sensor nodegroupG is pre-
distributed with a set of secrets that are computed from tgaimg
result of ID ¢ under functiong. This set of secrets could be keys
[5, 6, 10], polynomial shares [17], or a row of elements on &ixa
[9].

We also define the followingroperty functiongo characterize
the typical properties of a key pre-distribution instance.

m = 3. Inthe figure, G includes node 1, 4, 7 and 10, includes
node 2, 5, 8 and 11, ar@j includes node 3, 6, 9 and 12.

SORCIONONE
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Figure 2: Example of group construction

This approach is similar to the logical grid in the grid-bdise
key pre-distribution scheme [17], which was also used inEPi&-
cently [5]. However, our research in this paper is focusedsing
the locality of group deployment to improve the performaoténe
existing key pre-distribution techniques, and is subgéptdiffer-

e M (D): the memory requirements on sensor nodes for akey ent from [17] and [5].

pre-distribution instanc®.

e pai(D): the probability of sharing a direct key between any
two sensor nodes in a key pre-distribution instahre

e p.q(D,x): the probability of a direct key between two non-

3.1.2 Direct Key Establishment

After the pre-distribution step, each sensor node belongsd
key pre-distribution instances, an in-group instance armdoas-
group instance. Hence, the direct key establishment betivee

compromised sensor nodes being compromised in a key pre-sensor nodes is simple and direct. If they are in the sameyepl

distribution instanceD when the adversary has randomly
compromisedr sensor nodes.

Our group-based key pre-distribution framework is builonm
number of key pre-distribution instances. For simplicike as-
sume there arev equal size deployment groups with sensor
nodes in each of those groups. The description of our framewo
are described below. For simplicity, we omit the detail &f thes-
sage format.

3.1.1 Pre-Distribution

For each deployment groug;, we randomly generate a key pre-
distribution instanceD;. The pairwise key establishment between
sensor nodes in grou@; is based on instancB;. For the sake
of presentation, these randomly generated instances ked tee
in-group (key pre-distribution) instances

To handle the pairwise key establishment between sensasnod
in different deployment groups, we further generatekey pre-
distribution instance$D; };—1,....». These instances are called the
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ment group, for examplé&7;, they can follow the direct key estab-
lishment of the in-group instanc®;. If they are not in the same
deployment group but belong to the same cross gr@gpthey

can follow the direct key establishment of the cross-graigpaince

Dj. To determine if two sensor nodes are in the same deployment
group or the same cross group, they only need to exchang®she |
of groups that they belong to. In our framework, they onlychee
to know the ID of the other party due to our group construction
method.

3.1.3 Path Key Establishment

If two nodes cannot establish a direct key, they have to gt
path key establishment to find a number of other sensor nades t
help them establish an indirect key. Similar to the diregt éstab-
lishment, if two nodes are in the same deployment grGupthey
can follow the path key establishment »;. The indirect keys
between sensor nodes in the same group are callethip@up
indirect keys When two nodes belong to two different grou@s



andG;, we use a different method to establish an indirect key. Ba-

sically, we need to find a “bridge” between these two deplayme Table 1. Notations

groups in order to setup @oss-group indirect keyA bridge be- :1 Eﬂmgg g; ﬁggg’gm?ggﬁ:ﬁ;ent group
tween groupG; andG; is defined as a pair of sensor nodesb) c number of compromised sensor nodes
(e € G; andb € Gj) that belong to the same cross groGf i memory required for one key prd-
(a,b € G},). A bridge is valid when the two sensor nodes involved distribution instance
in this bridge can establish a direct key. robability of having a direct kev in a ke
According to the pre-distribution, there are potential bridges Pa p di t'g tion | tg y

(one from each cross group) that can be used to establish-an in pre;a IZInt u |?n |r:js_, antci bei
direct key. In addition, due to our group construction metha Ped() Fr::i(;e?j Iilny; k: |rerg diset);ibLilig?l ?ggg’;ﬁe
sensor node can easily compute all possible bridges betammen when the advergafy r;as randomly complo-
two deployment groups. Specifically, the possible bridgss/ben misedz nodes
groupG; andG; are{((i—1)m+k, (j —1)m+k) }x=1,...,m. FOr babiity of havi Jirect kev i Thd
example, there are 3 bridges between gréupand G4 in Figure Pydk probability of having a direct key in th
2: (1,10), (2,11), and(3, 12). group-based scheme .

Dgeal(T) probability of a direct key being comprat

Assume every message between two sensor nodes is encrypte(]
and authenticated by the pairwise key established betwesm.t
The path key establishment for the sensor nodes in diffatent
ployment groups works as follows.

mised in the group-based scheme when
the adversary has randomly compromised
nodes
pgci—in(x) | probability of an indirect key between twp
nodes in the same deployment group bejng
compromised when the adversary has ran-
domly compromised: nodes
probability of an indirect key between tw
nodes in different deployment groups beifng
compromised when the adversary has ran-
domly compromised: nodes

1. The source node first tries the bridge involving itself to es-
tablish an indirect key with the destination nodeAssume
this bridge is{u,v’). Nodeuw first sends a request td if
it can establish a direct key withf. If node v’ can also es- Pgei—er(2)
tablish a (direct or indirect) key with the destination node
v, nodev’ forwards this request to the destination ned®
establish an indirect key.

S

2. If the first step fails, node tries the bridge involves the des- ) o
tination nodev. Assume the bridge &/, v). In this case,  Par(D), andpca(D,x)). Indeed, this assumption is true for all
nodew sends a request to nodéif it can establish a (direct ~ the key pre-distribution techniques in [5,6,9,10, 17] givke same
or indirect) key withu/. If nodew’ can establish a direct key ~ Storage overhead, group size, and keying material sizeghout
with nodev, it forwards the request to the destination node  this paper, we us/, pax, andp.q(z) to represent the three prop-

to establish an indirect key. Note that if nod@ndv are in erty functions, respectively. For simplicity, the anagyficuses on
the same cross group, this Step can bhe Skipped, since step ]I:he pI’Obablllty of establ|sh|ng keyS between sensor notasle 1
and step 2 compute the same bridge. lists the notations that are used frequently in our analysis

3. When both of the above steps fail, nodéhas to try other 3.2.1 Overhead
bridges. Basically, it randomly choses a bridgé, v’) other This paper provides a method to establish pairwise keysdmtw
than the above two, assuming is in the same deployment  sensor nodes. The overhead of using such keys in securiycpto
group withwu, andv’ is in the same deployment group with  (e.g., encryption or authentication) depends on the reaication.

v. Nodew then sends a requestibif it can establish a (di- Thus, in this paper, we only focus on the overhead involveesin
rect or indirect) key with:'. Onceu’ receives this request, it  tablishing such keys.
forwards the request td in the bridge if they share a direct Obviously, the storage overhead on a sensor node can be esti-

key. Ifv' can establish a (direct or indirect) key with the des- mated a2M. The communication overhead to establish a direct
tination nodev, it forwards the request to nodeto establish key is the same as the communication overhead to establish a d

an indirect key. rect key in an in-group or cross-group key pre-distributitstance.
When two nodes need to establish an indirect key, there are tw
To show an example, we use the same configuration as in Figurecases. If these two nodes are in the same deployment graaip, th

2. When nodd wants to establish a pairwise key with notg it path key establishment only involves the sensor nodes $nci
first tries the bridg€1, 10). If this fails, it tries the bridge3, 12). ployment group. If these two nodes are in different deplayime
If both bridges fail, it needs to try the bridge, 11). If none of groups, the path key establishment only involves thosedrséime
these bridges works, the path key establishment fails. triater deployment group with the source node or the destinatiore.nod
analysis, we will see that it is usually very unlikely thatneoof In other words, the communication is limited in two deployrne
those bridges works. groups. In addition, we also note that if two sensor nodesvin t

Note that in the above approach, the path key establishment i deployment groups are neighbors, the corresponding degliot
a cross-group instance has never been used. The reasort is thagroups have high probability of being close to each otheichvh
the sensor nodes in a cross group usually spread over thre enti may reduce the overall communication overhead signifigantl
deployment field, which may introduce significant commuticea their path key establishment.

overhead in path key establishment. L .
3.2.2 Establishing Direct Keys

3.2 Performance AnaIyS|s Consider a particular sensor nodén the deployment groug:;
For simplicity, we assume all in-group and cross-group key p  at position(z’, y’). Let A denote itscommunication arein which
distribution instances have the same property functiavig p), any other sensor node can directly communication with node

14



this paper, we assum# is a circle centered dt’, y’) with radius

R, whereR is the radio range of a sensor node. Thus, the average
number of sensor nodes in the deployment gréypthat finally
reside inA can be estimated as

nij(x',y') = m// [z —zj,y —yj)dedy.
JA

For any deployment grou@; other than;, we know that there
is only one sensor nod€ in G; that shares the same cross group
G}, with nodew. Thus, the probability of this node’ being de-

ployed in A can be estimated a%”ifbﬂ This indicates that
among all those sensor nodes deployedijrthe average number
of senor nodes that belong to the deployment groups otherGha

but share the same cross gra@lp with nodeu can be estimated as

n L
=15 Vg

m
When the sensor nodes are evenly distributed in the deplayme
field, it is possible to further simplify the above equati®uppose
the average number of sensor nodes in the communicatior rang
of a sensor node is4. We have}~7_, ;. nij(z’,y") = na —
n;i(z',y’). Thus,

=

(z, y’)‘

ni(z',y') =

(e’ y) = PAT TV,
m
In addition, the probability of having a direct key between
and any sensor node that shares the same key pre-distnibintio
stance withu is pax. Thus, the average number of sensor nodes in
A that can establish direct keys with nodecan be estimated as
(nii(z',y") +ni(x',y")) X par- This means that the probability
of u having direct keys with its neighbor nodes can be estimated a

(nii(2',y") + ni(x',y') X pax
na '

pi(z',y') =

Hence, for any node in groug;, the probability of having direct
keys with its neighbor nodes can be estimated as

Pgdk = // f(x =z, y — x3)pi(w, y)dzdy,
JJS

wheresS denotes the entire deployment field.

Pgdk Can also be used to estimate the probability of any node in
any deployment group having a direct key with its neighbadeno
whensS is an infinite field. For a given deployment fiefd we sim-
ply configure the deployment point 6f; as its geometric centroid,
and use the probability of a node @ having a direct key with its
neighbor node to represent the probability of having a dikey
between any two neighbor nodes.

To evaluate our approach when it is combined with a particu-
lar key pre-distribution technique (e.g., the random pesienkeys
scheme), we use the following configuration throughout fas
per. we assume there are totally 10,000 sensor nodes ddpioye
1000m x 1000m area. These sensor nodes are divided into 100 de-
ployment groups with 100 sensor nodes in each greug:-(m =
100). We assume sensor nodes are evenly distributed in theydeplo
ment field so that the probability of finding a node in each équa
size region can be made approximately equal. In other wanes,
density of sensor nodes is approximately one sensor nodedper
square meter. We always assume the radio rande is 40m.

Thus, there aré‘xfg—ox‘LO ~ 50.27 sensor nodes on average in the
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Figure 3: Probability of having a direct key between two neidn-
bor nodes.

communication range of a given sensor node. We als® se60m
in all those deployment distributiods; (z, v) }i=1,...,n-

Figure 3 shows the probability of having a direct key between
two neighbor nodes under the above configuration. We can see
that the probability,.. increases almost linearly s, increases.
Sincepqr can be made quite large with small storage overhead for
a small group of nodes, we expect that the group-based ssheme
can improve the performance of existing key pre-distritrutiech-
nigues significantly. To illustrate this point, we invesiig the im-
provements we can achieve by combining the framework with th
basic probabilistic key pre-distribution scheme in [168F tandom
pairwise keys scheme in [6], and the polynomial-based key pr
distribution in [3]. The result of such combination genesathree
novel key pre-distribution schemes: group-based EGscheme,
which combines the framework with the basic probabilistizesne,

a group-based RKscheme, which combines the framework with
the random pairwise keys scheme, angr@up-based PBcheme,
which combines the framework with the polynomial-basecesoi.

For the basic probabilistic key pre-distribution scheme, as-
sume the key pool size K0, 000. This key pool is divided into
200 small equal size key pools in the group-based EG scheme (500
keys in each small key pool). Each key pre-distributiondnse
uses a unique key pool. Each sensor node selects the samemumb
of keys from the key pools in its in-group instance and crgieap
instance. Figure 4 shows that the group-based EG schemeviagpr
the probability of having a direct key between two neighlbmrsor
nodes significantly when there are severe memory constrgrg.,

50 keys on each sensor node).
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Figure 4: Probability of having a direct key between two neidn-
bor sensor nodes. Memory usage is measured by counting the
number of keys stored on each node.

Figure 5 compares the probability of having direct keys leetuv



neighbor nodes for the random pairwise keys scheme in [6] and 3.2.3 Establishing Indirect Keys

the group-based RK scheme under the same memory constraint.

We can clearly see that our framework can significantly inapro
the probability of having a direct key between two neighlmrsor
nodes for the random pairwise keys scheme. This indicate st
group-based RK scheme can support larger sensor netwaRs th
the random pairwise keys scheme given the same configuration
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Figure 5: Probability of having a direct key between two neid-

bor sensor nodes. Memory usage is measured by counting the
number of keys stored on each node.

Figure 6 shows the probability of having direct keys between

In the following, we estimate the probability of having awliin
rect key between two neighbor sensor nodes if they canrebles
a direct key.

Obviously, if two neighbor sensor nodes are in the same geplo
ment group’;, they can follow the path key establishmentf#fto
establish an indirect key. We note that a deployment groupllys
has a limited number of sensor nodes (e.g., 100). Since tihesno
in the same deployment group are usually close to each aher,
sensor node can easily contact most of other nodes in the same
deployment group. For example, a sensor hode can laugaiup
flooding where only the sensor nodes in the same group participate
in the flooding, to contact other nodes. Note that the growgaftay
is much more efficient than the network-wide flooding sincesmo
of the nodes in a group are located in the same small local area

Therefore, we believe that it is usually possible to configine
key pre-distribution instance for a deployment group witha#i
storage overhead so that any two sensor nodes in this group ca
either share a direct key or establish an indirect key at ya higih
probability with reasonable communication overhead. Bane
ple, we employ the random pairwise keys scheme in [6] for agro
of 100 sensor nodes, and assign 50 keys to each sensor node. In
this case, a sensor node can establish a direct key withigi-ne
bor node at a probability of 0.5. After contacting half of gensor
nodes in this group, the probability of finding one node timaires
direct keys with both the source and destination nodes castie

neighbor sensor nodes for the group-based PB scheme, the ranmated asl — (1 — 0.5 x 0.5)°° &~ 0.999999. Hence, we always

dom subset assignment scheme [17], and the grid-based schemassume two sensor nodes in the same deployment group carsalwa
[17]. For all these schemes, we assume the same number of bi-establish an indirect key in this paper.

variate polynomials in the system and the same number of poly
nomial shares stored on each sensor node. Specificallg #rer
100 deployment groups and 100 cross groups for the grougdbas

The situation becomes more complicated if two sensor nages a
in different deployment groups. In this case, they have td én
valid bridge between these two deployment groups to estahlin

PB scheme. Each of these groups is assigned one unique- bivarijndirect key. Since there are cross groups, there are potential

ate polynomial for the corresponding key pre-distribuiinstance.
Each sensor node gets assigned the polynomial shares on its i
group instance and cross-group instance. Similarly, theze200
bivariate polynomials in the polynomial pools of the randeubset

bridges. As long as one of them works, the source node cab-esta
lish an indirect key with the destination node through thrisidpe.
The probability that none of these bridges works can be estich
as(1—pax)™. Thus, the probability that at least one bridge works,

assignment scheme and the grid-based scheme. The randset sub hich is equivalent to the probability of having an indirkey be-

assignment scheme assigns the polynomial shares of 2 rindom
selected polynomials from the pool to each sensor nodegwind
grid-based scheme arranges 200 polynomials ti0ax 100 grid.

We can clearly see that the probability of having a direct key
tween two neighbor sensor nodes in the group-based PB sdheme
much higher than that in the random subset assignment scireine
the grid-based scheme.
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Figure 6: Probability of having a direct key between two neid-
bor sensor nodes. Memory usage is measured by counting the
number of polynomial coefficients stored on each node.
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tween two neighbor nodes in different deployment groups, e
estimated as — (1 — pax)™.

Figure 7 illustrates the probability of having an indireeyke-
tween two neighbor sensor nodes that are in different deptoy
groups, assuming the same configuration as in Section 2.2 f
the group-based EG scheme, the group-based RK scheme,eand th
group-based PB scheme. We can see that two neighbor sensor
nodes in different deployment groups can usually estalalisin-
direct key even if there are severe memory constraints ososen
nodes (e.g., 10 keys per sensor node).

3.3 Security Analysis

The main threat we consider in the security analysis is tie-co
promise of sensor nodes. We assume an adversary randomy com
promisesc sensor nodes in the network. This subsection focuses
on the impact of compromised sensor nodes on the direct key es
tablishment and the path key establishment.

Similar to the analysis in the previous subsection, we itigate
the security of the proposed framework after combining thwie
basic probabilistic key pre-distribution scheme in [18F tandom
pairwise keys scheme in [6], and the polynomial-based key pr
distribution in [3].

It is easy to see that the grid-based scheme in [17] can be con-
sidered as a group-based PB scheme if a row or a column ofrsenso
nodes in the grid are deployed in the same group. This meahs th



I
N

| | j < m — 2. Whenj sensor nodes in groufd; are compromised,
* * the probability of this direct key being compromised can bt-e
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mated a®.4(j). Hence, the probability of any direct key between
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Probability of having indirect keys

o ;0 ;O 6‘0 E;O 100 Sincen = m, the abovey,.q(c) can also be used to estimate the
probability of a direct key between two non-compromisedssen
nodes in the same cross group being compromised.

Figure 8 compares the probability of a direct key between two
non-compromised sensor nodes being compromised for the bas
probabilistic key pre-distribution scheme in [10] and theup-
based EG scheme. We can see that the security of direct kays ca
be significantly improved by applying our framework.

o

Memory usage

Figure 7: Probability of having indirect keys between senso
nodes in different deployment groups. Memory usage is mea-
sured by counting the number of keys or polynomial coeffi-
cients stored on each node.
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the grid-based scheme and the group-based PB scheme have the
same security performance against node capture attacks tiie

same configuration (e.g., storage overhead, network Sibejs, in

our later security analysis, we simply skip the security parison
between the grid-based scheme and the group-based PB scheme
On the other hand, we noticed in Figure 6 that the group-bBg&ed
scheme can achieve much higher probability of establistiiregt

keys between neighbor sensor nodes than the grid-baseshache
This implies that the group-based PB scheme is more desittadh

the grid-based scheme when the group-based deployment imode ‘
made possible. 0 50 100 150 200
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During the evaluation, we always assume that the memoryeusag Number of compromised nodes
at each sensor node is equivalent to store 100 cryptogr&phi
According to the previous configuration, there afe000 sensor Figure 8: Probability of a direct key between two non-
nodes in the network, and = m = 100. Thus, for the random compromised nodes being compromised. Assume the proba-
pairwise keys scheme, the probability of having a direct ey bility of having a direct key between two neighbor nodes i$).3.
tween two neighbor nodes @01, while for the group-based RK
scheme, the probability of having a direct key between twighre For the random pairwise keys scheme [6], the compromise of
bor nodes i€).15 as shown in Figure 5. sensor nodes does not affect any of the direct keys establisér

In addition to the above key pre-distribution schemes, wéige tween non-compromised sensor nodes;(j) = 0), since every
ure all other schemes in such a way that the probability ofrfgea key is generated randomly and independently. Thus, if wéyapp
direct key between two neighbor sensor nodes3s our framework to the random pairwise keys scheme, the iegult

. I . . scheme still has the perfect security guarantee againsteequture
e Basic probabilistic scheme in [10]The key pool size is attacks pgea(c) = 0), which means that the compromise of sen-
28,136. Each sensor node randomly selects 100 keys from o nodes does not affect direct keys between non-compedmis
this pool. nodes. Together with the result in Figure 5, we can conclbhde t

e Random subset assignment scheme in:[TTie polynomial our framework can improve the probability of having direey&
pool size is 13, and each polynomial has the degree of 49. betwepn nelghbor sensor nodes significantly without seitrifithe
Each sensor node randomly selects 2 polynomials from the Security of direct keys.

pool and stores the corresponding polynomial shares. Figure 9 shows the probability of a direct key between two-non
compromised sensor nodes being compromised for the grasgdb

e Group-based EG schem&he key pool size in each instance PB scheme and the random subset assignment scheme in [17]. We
is 500. Each sensor node randomly selects 50 keys from its can see that the group-based PB scheme has much bettetysecuri
in-group instance and 50 keys from its cross-group instance performance than the random subset assignment schemenisi ter

) . of the compromised direct keys.
e Group-based PB schemBach instance includes a 49-degree

bivariate polynomial. Each sensor node gets assigned the 3.3.2 Impact on Path Key Establishment

polynomial shares fromiits in-group instance and crosssgro In the following, we first study the impact of compromised-sen
Instance. sor nodes on the indirect keys established between senses no

3.3.1 Impact on Direct Key Establishment in the same deployment group (in-group indirect keys), deht
e study the impact of compromised sensor nodes on the indiegst

Consider a direct key between two non-compromised nodes in osiaplished between sensor nodes in different deploynrenps

the same deployment grouf;. Since there are totally com- (cross-group indirect keys).

promise sensor nodes, the probabilityjofensor nodes in group Note that when the compromised sensor nodes can be detected,
. . . n—1)¢—7 . . s

G; being compromised can be estlmated(gg;w% for two non-compromised nodes can always re-establish aneitdir

17



1.2 T T T T 0.6 T
i i i i s | |7 Basic probabilistic| |
2 : ; . ; 2% 05 Group-based EG [---------------oooooo e
E S E : :
§'c 5‘ g 0.4 r : 3
58 5 S ‘ 1
o E g o | '
5 s 5203 | i
o % =] | |
2 8 2 g 0.2 i"' 3
a3 B =5 | |
K] 0.2 ——f.'f—ﬂjf”""” - - - - - -Random subset assignment |--+ § GE) 01 . : 3
2 . ! Group-based PB S g N ) 1
: | oo | |
0 L~ ! | | | | 0 !
0 1000 2000 3000 4000 5000 6000 0 50 100 150 200
Number of compromised nodes Number of compromised nodes
Figure 9: Probability of a direct key between two non- Figure 10: pyci—in(c) for the group-based EG scheme and the
compromised nodes being compromised. Assume the proba-  probability of an indirect key being compromised for the basc
bility of having a direct key between two neighbor nodes i$).3. probabilistic scheme. Assume the probability of having a diect

key between two neighbor nodes i6.3.

key through path key establishment and avoid those compeami
sensor nodes or compromised key pre-distribution instartdew-
ever, itis usually very difficult to detect compromised semodes.
When the compromised nodes cannot be detected, the indagct
between two non-compromised nodes may be disclosed to-the at
tacker without being noticed. In the following analysis, foe
cus on the probability of a given indirect key between two-non
compromised sensor nodes being compromised when the npde ca
ture attacks cannot be detected.

Probability of in-group indirect keys being compromised

for the random pairwise keys scheme to establish an indkect
(not to mention the indirect key that involves only one imediate
node) between two neighbor nodes. On the other hand, aogordi
to the analysis in Section 3.2.3, we know that the probgbdft
having an indirect key between two neighbor nodes is almést 1
the group-based RK scheme even if there are severe memory con
straints on sensor nodes. Hence, in later discussion, Weilsdl
skip the security comparison between these two schemes.

Figure 11 shows the probability of in-group indirect keys be

When there are compromise nodes, the probability of a partic- tween non-compromised nodes being compromised for thepgrou

ular sensor node being compromised can be estimated-‘as. based PB schgme. It also 'r.'C|UdeS the probability of a giuel |
Zm rect key (involving only one intermediate node) between hono-

According to our earlier analysis, the probability of editng compromised nodes being compromised for the random subset a
an in-group indirect key that only involves one intermeglinbde ) A
In-group Incl y y IVOV ! ! signment scheme in [17]. We can see that the group-based PB

is usually very high. For simplicity, we assume the in-gradungh- .
rect key can always be established through one intermevite. scheme has much better security performance than the rasutom
set assignment scheme in terms of the compromised indiegst k

Thus, the establishment of an in-group indirect key invslaa in- bet des in th depl i
termediate node, a direct key for the link between the sonocke etween nodes In the same deployment group.

and the intermediate node, and a direct key for the link betwe 12
the intermediate node and the destination node. Thus, ifnthe
termediate node and the two direct keys are not compromiked,
indirect key is still secure. This means that the probabiit an
in-group indirect key between two non-compromised nodésgbe
compromised can be estimated as
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Figure 10 shows the probability of in-group indirect keys be
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Probability of indirect keys in the
same group being compromised

o

tween non-compromised nodes being compromised for thepgrou 0 1000 2000 3000 4000 5000 6000
based EG scheme. It also includes the probability of a gindit i Number of compromised nodes

rect key (involving only one intermediate node) between hono-

compromised nodes being compromised for the basic prasiadil Figure 11: pgci—in(c) for the group-based PB scheme and the

scheme in [10]. We can see that the group based EG scheme hagrobability of an indirect key being compromised for the ran-
higher security guarantee for the indirect keys betweersémsor dom subset assignment scheme. Assume the probability of hav

nodes in the same deployment group. ing a direct key between two neighbor nodes i6.3.

For the group-based RK scheme, singeq(c) = 0, we have
Pgei—in(c) = —=. This means that given the same network size, Probability of cross-group indirect keys being compromise:
the probability of an in-group indirect key being comproedsor Though the establishment of an in-group indirect key inegslene
the group-based RK scheme will equal to the probability afrary intermediate node, the establishment of an indirect keyéen
indirect key (involving only one intermediate node) beirgnpro- sensor nodes in different groups may involve up to four mesti-
mised in the random pairwise keys scheme in [6]. However, we ate nodes.
note the probability of having a direct key between two nbigh Assume the source noddn groupG; wants to setup an indirect

nodes in the random pairwise keys scheme is much lower tlzan th key with the destination nodein groupG;. Assume the indirect
in the group-based RK scheme. In fact, given a large sender ne key is established through a bridge’, v'), whereu’ € G; and
work and small storage overhead, it is very difficult and egdee v’ € G;. Since the key established betwaeandwv is an indirect
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key, we have eithet, # v’ orv # v'. Thus, we need to consider
the following three cases:

1. w andv share the same cross grauphe probability of this
case can be estimated é;:; In addition, we also note that
u # v« andv # v’. Thus, the probability of the path key
establishment involving two intermediate nodes can be esti
mated ag?,, which means that: shares a direct key with
u’, andv shares a direct key with'. Similarly, the probabil-
ity of the path key establishment involving three internageli
nodes can be estimated 2§ — pax)par, and the probabil-
ity of the path key establishment involving four intermedia
nodes can be estimated @s— pax ).

2. w andv belong to different cross groups with either= v’
orv ="t The probability of this case can be estimated as
m—1(]_(1—pa)?). Similarto the analysis in the first case,
the probability of the path key establishment involving one
intermediate node can be estimategas and the probabil-
ity of the path key establishment involving two intermediat
nodes can be estimated Bs- pay.

3. u andv belong to different cross groups with neithgr= v
nor v = v: The probability of this case can be estimated
asm—1(1 — pdk) Similar to the analysis in the first case,
the probablllty of the path key establishment involving two
intermediate nodes can be estimateg%s the probability
of the path key establishment involving three intermediate
nodes can be estimated 2§ — pax)par, and the probabil-
ity of the path key establishment involving four intermedia
nodes can be estimated @s— pax)>.

Consider an indirect key established between two sensasnod
in different deployment groups. Lgt denote the probability of the
establishment of this key involvingintermediate nodes, we have

pr= ==L [1 — (1 = par)*lpar

p2= o e (1 — (1= par)*)(1 = par)
+(1 —pdk) pdk]

ps = 2(1 _pdk)pdk[ + — (1—pdk) ]

pa= =(1—pa)’ + 221 - par)*(1 — par)’

When the path key establishment involvéatermediate nodes,
the indirect key will be still secure if all of thesenodes and the
related; + 1 direct keys are not compromised. Thus, for an indirect
key that involves intermediate nodes, the probability of it being
compromised can be estimatedlas(1—pgea(c))" ™ (1— —=2)".
Hence, the probability of a cross-group indirect key betwieo
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Figure 12: pyci—cr(c) for the group-based EG scheme and the
probability of an indirect key being compromised for the basc
probabilistic scheme. Assume the probability of having a diect
key between two neighbor nodes i6.3.

for the group-based PB scheme. It also includes the pratyadbifl

an indirect key (involving only one intermediate node) bedw two
non-compromised nodes being compromised for the randosesub
assignment scheme in [17]. We can still see that the groapeba
PB scheme has much better security performance than themand
subset assignment scheme in terms of the indirect keys batwe
nodes in different deployment groups.
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Figure 13: pgei—cr(c) for the group-based PB scheme and the
probability of an indirect key being compromised for the ran-
dom subset assignment scheme. Assume the probability of hav
ing a direct key between two neighbor nodes i6.3.

According to the above security analysis and the performanc
analysis in the previous subsection, we can easily conthatehe

non-compromised sensor nodes being compromised can be estiproposed framework can significantly improve the secustyvall

mated as

c

sz X [1 = (1 = pgea(e)) (1~ ).

Pyei—er nm — 2

Figure 12 shows the probability of a cross-group indiregthe-
tween two non-compromised sensor nodes being compronased f
the group-based EG scheme. It also includes the probabfliay
indirect key (involving only one intermediate node) betwaeo
non-compromised nodes being compromised for the basiaprob
bilistic scheme [10]. We can see that the security of these tw
scheme are very close to each other in terms of the indirg&t ke
between sensor nodes in different deployment groups.

Figure 13 shows the probability of a cross-group indirecgt ke

as the performance of existing key pre-distribution teghas.

4. RELATED WORK

A number of techniques have been proposed to establish pair-
wise keys in resource constrained sensor networks. A besiap
bilistic key pre-distribution scheme was introduced in][a6d im-
proved in [6]. The limitation of these approaches is that alkm
number compromised sensor nodes may affect the secure com-
munication between a large number of non-compromised senso
nodes. A random pairwise keys scheme was proposed in [6]. Al-
though this technique provides perfect security againdereap-
ture attacks, it cannot scale to large sensor networks. Ppoove
the resilience of sensor networks against node compromniises
threshold-based key pre-distribution techniques wereldped in

between two non-compromised sensor nodes being comprdmise [9, 17]. A cooperative protocol was developed to enhancesé¢he
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curity of pairwise key establishments [21]. The giant comgut
theory was used in [15] to further improve the performance an
provide trade-off between connectivity, memory size araliggy.

In this paper, we demonstrate that the performance of thege k
pre-distribution techniques can be further improved digantly
by using our framework.

The grid-based idea was first proposed in [17] to arrangedhe s
crets in sensor networks based on a logical grid. A similaaid
was later used in PIKE [5]. However, the grids consideredhasée
two studies are logical grids, while this paper investigates pos-
sibility of using the locality of group deployment to impevhe
performance of the existing key pre-distribution techeigu

The prior deployment knowledge of sensor nodes has been used [11]

to improve the performance of many key pre-distributiont@ro
cols [8, 14,18, 24]. The technique in this paper differs fritvose
approaches in that it does not require the expected locatfor
mation of sensor nodes, and thus greatly simplifies the giepgat
of sensor networks.

There are many other studies on sensor network security, in-

cluding frameworks and evaluation of key management scheme
[4, 25], tamper-resistant hardware [2], efficient broaticaghen-
tication [20], secure data aggregation and in-networkirgr@ss-
ing [7, 13, 22], and vulnerabilities, attacks, and countmsures
[16,23]. We consider them complementary to ours.

5. CONCLUSION AND FUTURE WORK

In this paper, we developed a general framework that cands us
to improve the performance of any existing key pre-distidou
scheme. This framework does not require any prior knowleafge
sensors’ expected locations, and thus greatly simplifiesiéploy-
ment of sensor networks. The analysis further demonstthsds
our technique can improve the security as well as the pedonca
of existing key pre-distribution protocols substantially

Several research directions are worth further studyirgduding
detailed performance evaluation through simulation, &edrple-
mentation of these techniques on real sensor platforms.
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