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Your name: 






Score: 


 / 60
Test time: 90 minutes (no extension) 

Note: This is a closed-book exam. 
Try to give sufficient but precise answers to the questions. 
Budget your time. The amount of time allocated to each of the questions should in principle be proportional to the number of points assigned to that question. 
Feel free to use the back of the pages if extra paper is needed.

If possible, print your answer so it is easy to read.

Leave an empty seat between you and each of your neighbors.

a) (10 pts) Explain what link-to-link encryption and end-to-end encryption are and their relationships.
b) (10 pts) Explain what router authentication and route authentication are and their relationships.
c) (10 pts) Setting up loopback interface on a router has its benefits. First, explain what loopback interface means on routers. Then list and explain two of the primary benefits of setting up loopback interfaces on routers.
d) (10 pts) Redundant routing is provided in the Hot Standby Routing Protocol (HSRP). Explain how redundancy is achieved in HSRP.
e) (10 pts) The VPN protocol provides some of the security services. List three of the security services that are provided by VPN. Explain how each is supported.
f) (10 pts) When a person tells you that he/she uses HMAC to encrypt data in a network application, what do you think this person tries to accomplish in terms of security services?
