Security Services vs Security Mechanisms

	Security services
(what ought to be provided)
Policy level
	Security mechanisms
(how to provide the needed service)
Technical level

	Confidentiality
The asset is only available to authorized entities (e.g., persons, programs/processes).

Example of confidential accesses:
· The computer workstations in a university lab can only be used by authorized users.
· Only persons having a valid ID badge can access the restricted area.
· Only computers having the right password can access the wi-fi network.
· Only authorized phones can connect to a mobile phone company’s system.
· ...

	· Access Control or AAA (including Authentication, Authorization, and Accounting)
· SIM cards
· Smart badges
· Smart cards
· Surveillance systems (like cameras, sensors)
· Face recognition systems
· Multi-factor authentication
· ...

· Encryption
NOTE: When a message or data is transmitted over the network, there exists no global controller that can exercise access control of the message or data. That means, encryption is the dominant mechanism in providing confidentiality over network-transmitted data.


	(Data) Integrity
The asset is correct (or trustworthy).

Examples:
· The content of a file remains intact (without being tampered with) between the time it is saved and the time it is retrieved.
· When a customer purchases a brand new computing device (e.g., a laptop), the hardware of that device must be the same as when it was manufactured.
· The credit card readers in the check-out counter must be correct.

	· Hashing, Message Digests
· Message Authentication Codes (MAC)
· Digital Signatures
· Hardware seals

A common misconception: Does encryption provide data integrity?
NO! An encrypted file’s content can still be changed (by an attacker or by some system faults).


	Origin Integrity (aka. Authenticity)
The origin of the asset is correct.

Examples:
· The author information in a file’s header is the correct author.
· The sender of an email is exactly who sent it.
· The manufacturer of a laptop is the authentic manufacturer.
· A software was produced by the authentic manufacturer.
· ...
	· Message Authentication Codes (MAC)
· Digital Signatures


	Availability
The service or the asset MUST be available to all those that are authorized.
Availability is related to guarantee of service or QoS (Quality of Service).

e.g., The public web page of an organization must be available to all who try to access that page.
e.g., A bank’s customer can check his or her bank accounts whenever needed.
e.g., A student must be able to enroll in a class via the e-service.


	There exists no single mechanism that can ensure availability.
Multiple mechanisms do exist that can improve availability of a service or a system.
e.g., Timestamping is often used in protect a protocol against replay attack, which may lead to DoS attack and negatively affect the availability of the targeted service.
e.g., Backup services (for example, backup servers or Cloud storage or external storage)
e.g., Redundant servers
e.g., Fault-tolerant systems

Keep your system and networks up-to-date (e.g., with the most recently released security patches).

	Non-repudiability (NR)
· Usually required for critical resources (for example, large sum of money, life and death situations, etc.)
· NR is about the actor that had performed certain action to later deny that action.

e.g., John is a final consultant working for a major bank, and he has transferred $2 Million dollars from a customer’s saving account to an external account. It is desirable in such a case to ensure that John will not be able to deny having issued such a transaction.

	
Digital Signatures is often used in digital transactions to provide non-repudiability by attaching a digital signature to, for example, the signed digital document or contract.





c.f., Data Integrity vs Origin Integrity
Let’s use a file (f) as an example.
	The file header (meta-data)
Author (Who wrote it) = A
Size = 123 bytes
Time of creation = ...
...
	The body of the file
The content of the file



Integrity of this file is about the content of f being correct.
Origin Integrity of f, on the other hand, is about the author information of f (Author = A) being correct.

c.f., availability vs confidentiality?
They are different security services.
Confidentiality is about only the authorized can access the asset.
Availability is about the authorized must be able to access the asset.


Sample questions that may be asked during a quiz or exam:
1. What is your definition of ‘computer security’?
This is the definition from Wikipedia:
“Computer security, cybersecurity[1] or information technology security (IT security) is the protection of computer systems and networks from the theft of or damage to their hardware, software, or electronic data, as well as from the disruption or misdirection of the services they provide.”

Can we make it better?
Computer Security is the protection of assets (including hardware, software, data and people) against any potential threats (attacks, accidents, disasters).

A definition MUST be complete.

Assets in a computer system and its operations: hardware, software, data, and people (operators, developers, etc.)

Threats = attacks + accidents + natural disasters
· Unauthorized access or use of assets
· Unauthorized changes or damages to the assets (i.e., corruption of the assets)
· Replay attacks (a message is ‘replayed’ over and over to cause DoS attack)
· Denial of Service (DoS) attack is an attack that prevents authorized users to use a computer service or access a resource.
· Any message can be replayed, including encrypted messages.
· Replay = copy the original message + replaying of that message many times (NOTE: the original message is not changed)
· Traffic Analysis attack: The attacker observe the traffic patterns of communications in the computer network, trying to make useful inference about the participants and the underlying communication protocols. Patterns include the sources of packets, the destinations of packets, the frequencies of communications between entities, and so on.
Q: What would the impact of traffic analysis attacks?
A: It may affect privacy, or may be used by enemies to collect intelligence.

Q: Could the impact of traffic analysis attack create a bottleneck on the network?
A: No. Traffic Analysis is one of the so-called passive attacks, meaning that the attack does not alter or change the transmitted data or the system.
· …

2. Explain what cryptography means. 
An incomplete definition: Cryptography is the encryption and decryption of data.
Reason: Cryptography is more than just encrypting the data; for example, there are cryptographical methods that involve hashing, digital signatures, digital certificates, key exchange, authentication, etc.

A more complete definition: Cryptography is the science and arts of using scientific methods to provide security.

NOTE: Encryption and decryption alone only provides confidentiality.
Implications of the above statement?
Encryption/Decryption, no matter how strong algorithms you use, will NOT provide integrity, availability, or any other services other than confidentiality.

Q: How would encryption provide confidentiality?
First of all, there exist two types of encryption algorithms.

Type one is symmetric encryption algorithms/methods (aka secret key encryption, shared key encryption, pre-shared key encryption, or classical encryption).
Type two is asymmetric encryption algorithms/methods (aka public key encryption).

· In symmetric encryption, both entities (the encryptor and the decryptor) both use the same key.

The old symmetric encryption standard is DES (Data Encryption Standard), which uses 56-bit keys.
AES (Advanced Encryption Standard), the modern symmetric encryption standard, used up to 256-bit keys.

Key space: The pool of all keys.
DES has 256 different keys in its key space.
AES has 2256 different keys in its key space.

	E( ): the encryption function/method
D( ): the decryption function/method
k: the cryptographic key
Ek(data)  ciphertext (aka enciphered data) means the data is encrypted using k as the encryption key.
Dk(ciphertext)  deciphered data means the data is decrypted using k as the decryption key.

This expression, Dk ( Ek(data) )  data, explains what a symmetric encryption/decryption is.



Q: Have you noticed any pre-requisites or extra “burden” if you want to add symmetric cryptography into a system?
A: The key must be pre-shared.  key distribution

A scenario: John wants to share some secret data with Mary, and both parties have agreed to use symmetric cryptography to enable that.
· The prerequisite: A secret key, k, must have been pre-shared between the John and Mary (possibly by means of a key exchange protocol).
· The protocol:
	John (the encryptor)
1. Creates the data (d)
2. Ek(d)  enciphered data (ed)
3. Send ed to Mary.

	Mary (the decryptor)
4. Mary receives the data  ed2
5. Mary should verify that the message was meant for her, by checking the Destination in the message header.
6. Dk(ed2)  deciphered data (dd)

NOTE: The deciphered data (dd) will be the same as d if ed2 is the same as ed, meaning the transmitted ed is not changed during transmission; otherwise, dd will NOT be the same as d.
Implication? Encryption alone does not give us integrity.

Q: How would you justify that the above protocol does provide confidentiality?
A: The protocol provides confidentiality of the original data because because only John and Mary have the key to decrypt/encrypt the data.




Message 3 above consists of the header and the payload.
	The message header:
Source = John
Destination = Mary
Protocol ID = ...
Message ID = ...
Encryption algorithm = AES
Size of the payload = 800 bytes
...
	The payload of this message:

ed



By the time message 3 arrives at Mary’s site, some of the bits in that message might have been changed (either by someone in the middle or just because of system faults).


Q: How would you explain what confidentiality means in this scenario?
A: First, review the generic definition of confidentiality (copied below).
“Confidentiality means that the asset is only available to authorized entities.”
The asset in this scenario is the secret data, d.
The authorized entities in this scenario include John and Mary.

So, in conclusion, the above simple protocol provides confidentiality because the secret data is only available to John and Mary.


3. What are the six security components (aka security services) we will emphasize in this class?
a. Confidentiality: The asset is only available to authorized users. (Access Control)
b. (Data) Integrity: The data is correct.
Hardware integrity? The hardware is in its original/authentic state.
Software integrity? The software is in its original/authentic state.
A person’s integrity? 

c. Origin integrity (aka Authenticity): The origin of the asset must be correct.
· A typical file consists of a file header and a file body.
	Header 
	The metadata about this file (such as filename, author information, date of creation, date of modification, number of bytes in the body, type of file, …

	Body 
	The bytes representing the content of the file.



Data integrity of a file is about the correctness of the content or body of that file.
Origin integrity of a file is about the correctness of the author information (in the file’s header).

· A network message or packet consists of a message header and a message body.
	Header 
	The metadata about this packet (such as source, destination, timestamp, number of bytes in the body, type of data or protocol in the body, …

	Body 
	The bytes representing the content of the packets.





d. Availability: The asset MUST be available to the authorized. (QoS: Quality of Service)
Most systems today are expected to be available all the time (24/7).

e. Non-Repudiability: The actor cannot deny an act. (for example, a bank clerk cannot deny the fact that he/she was the person who initiated a large transfer)
‘repudate’: deny something that one has done
‘Repudiable’: possible to deny an act

f. Anti-Replay: The computer or network protocol must be protected against replay attacks.
Common anti-replay mechanisms?
Replay of a network message: That message is forwarded/replayed to the original recipient.
Replay attack can cause the recipient/victim to become confused or overwhelmed, leading to DoS attack.

4. What are the fundamental security mechanisms that constitute the core cryptographical methods in this class?

5. What are the six layers of the Bloom’s Taxonomy?
6. How would you benefit from the Bloom’s Taxonomy?
7. How would you apply the divide-and-conquer approach when solving a complex problem?
8. What does trade-off analysis mean?
9. How would you apply trade-off analysis toward your learning?
10. Do you agree with the following statements? Justify your answer. (That is, if you agree, explain why; if you do not agree, explain why not.)
a. If I apply a very strong encryption method to protect a file, the file is secure.
b. If I install a very powerful firewall in my network, my network will be secure against threats.
c. An encrypted data cannot be changed.
d. Strong authentication is the first line of defense against cyber attacks.
e. An advanced cryptographical algorithm such as the digital signature provide many benefits in securing a document. A digitally signed document is secure and cannot be attacked in any way.

· Common Mechanisms:

· Symmetric Cryptography
First of all, there exist two types of encryption algorithms.

Type one is symmetric encryption algorithms/methods (aka secret key encryption, shared key encryption, pre-shared key encryption, or classical encryption).
Type two is asymmetric encryption algorithms/methods (aka public key encryption).

· In symmetric encryption, both entities (the encryptor and the decryptor) both use the same key.

The old symmetric encryption standard is DES (Data Encryption Standard), which uses 56-bit keys.
AES (Advanced Encryption Standard), the modern symmetric encryption standard, used up to 256-bit keys.

Key space: The pool of all keys.
DES has 256 different keys in its key space.
AES has 2256 different keys in its key space.

	E( ): the encryption function/method
D( ): the decryption function/method
k: the cryptographic key
Ek(data)  ciphertext (aka enciphered data) means the data is encrypted using k as the encryption key.
Dk(ciphertext)  deciphered data means the data is decrypted using k as the decryption key.

This expression, Dk ( Ek(data) )  data, explains what a symmetric encryption/decryption is.



Q: Have you noticed any pre-requisites or extra “burden” if you want to add symmetric cryptography into a system?
A: The key must be pre-shared.  key distribution

A scenario: John wants to share some secret data with Mary, and both parties have agreed to use symmetric cryptography to enable that.
· The prerequisite: A secret key, k, must have been pre-shared between the John and Mary (possibly by means of a key exchange protocol).
· The protocol:
	John (the encryptor)
7. Creates the data (d)
8. Ek(d)  enciphered data (ed)
9. Send ed to Mary.

	Mary (the decryptor)
10. Mary receives the data  ed2
11. Mary should verify that the message was meant for her, by checking the Destination in the message header.
12. Dk(ed2)  deciphered data (dd)

NOTE: The deciphered data (dd) will be the same as d if ed2 is the same as ed, meaning the transmitted ed is not changed during transmission; otherwise, dd will NOT be the same as d.
Implication? Encryption alone does not give us integrity.

Q: How would you justify that the above protocol does provide confidentiality?
A: The protocol provides confidentiality of the original data because because only John and Mary have the key to decrypt/encrypt the data.




Message 3 above consists of the header and the payload.
	The message header:
Source = John
Destination = Mary
Protocol ID = ...
Message ID = ...
Encryption algorithm = AES
Size of the payload = 800 bytes
...
	The payload of this message:

ed



By the time message 3 arrives at Mary’s site, some of the bits in that message might have been changed (either by someone in the middle or just because of system faults).


Q: How would you explain what confidentiality means in this scenario?
A: First, review the generic definition of confidentiality (copied below).
“Confidentiality means that the asset is only available to authorized entities.”
The asset in this scenario is the secret data, d.
The authorized entities in this scenario include John and Mary.

So, in conclusion, the above simple protocol provides confidentiality because the secret data is only available to John and Mary.

· Asymmetric Cryptography
It is also known as public key cryptography.
There exists a key pair for each of the participants.
 A key pair has two keys, the public key and the private key, which are inverse keys.
Suppose A_pub is A’s public key, and A_priv is A’s private key.
The public key is usually public, meaning it is shared with pretty much anyone in the world.
The private key is only known by the owner; so A_priv is only known by A him/herself.
The inverse relationship between A_pub and A_priv can be shown this way:
D A_priv ( E A_pub (data) )  data
D A_pub ( E A_priv (data) )  data

Q: How can public key cryptography be used to provide confidentiality?
The scenario: Suppose A wants to send a secret message to B. Both entities have agreed to use public key cryptography.
· The prerequisite: A must have B’s public key (B_pub).
· The protocol:
	A (the encryptor)
1. Create data (d)
2. Encrypt d using B_pub  enciphered data (ed)
3. Send ed to B.
	B (the decryptor)
4. Check the header of message 3 to make sure Destination is B.
5. If yes, retrieve message 3 from A  ed2;
Else, abort.
6. Decrypt ed2 using B_priv  d2

NOTE: d2 may or may not be the same as the original data (d).



Message 3 above consists of the header and the payload.
	The message header:
Source = A
Destination = B
Protocol ID = ...
Message ID = 3
Encryption algorithm = RSA
Size of the payload = 800 bytes
...
	The payload of this message:

ed


EX: Complete B’s portion of the protocol (by adding steps 4 and above).
Q1: What does confidentiality means in this scenario?
A: The data is only available to A and B; nobody else, except for A and B, can access the data.
Q2: How would you argue that the given protocol does provide confidentiality?
A: Because A encrypts the data using B’s public key, so the enciphered data can only be decrypted by someone who knows B’s private key; it turns out that B is the only one in the world that knows B’s private key.
In summary, in public key crypto, if the sender wants to send a secret message to the receiver, the sender ought to encrypt the message using the receiver’s public key.
EX: Do a trade-off analysis over symmetric encryption/decryption versus asymmetric encryption/decryption.
	
	Symmetric crypto.
	Public key crypto.

	Needs a key exchange to share keys
	Yes (a burden/con)
	No (a pro)

	Computation overhead
	Less overhead (faster processing, less memory required)
	Intensive use of processing power and memory space (about 1,000 more expensive than symmetric crypto)
Implications?
In lower-end devices (such as sensors), public key crypto. may not be a feasible solution.




· Hashing, Message Digests
Try to google ‘online hashing methods’.
The source data: “Welcome to the new world!”
Md2 hash: “ED5FD73FBFFD4711AC8566404A0D966A”
When the data is changed a bit: “Welcome to the new world.”
The new md2 hash: “ED0091F5971E44075CB933C87A56DBE2”
A hash function takes an input string and produce a fixed number of bytes as the hash value.
The size of the hash value depends on the hashing algorithm, for example 16 bytes for md2, md4, md5, and 20 bytes for sha1.
When the input string changes, the hash value also changes.
The prerequisite: Both sides (A and B) must have agreed upon which hashing algorithm to use.
The hashing algorithm:
	A (hash generator)
1. Create the data (d)
2. Hash (d)  hash value (hv)
3. Send both d and hv to B.

	B (hash verifier)
4. Check the header to see if B is the destination. If not, abort.
5. Retrieve the payload  d2 + hv2
6. Hash (d2)  hash value (hB)
7. If hB is the same as hv2, 
then d2 is correct;  //Data Integrity
else something is wrong; abort.



NOTE: Hashing is not encryption.
Message 3 above consists of the header and the payload.
	The message header:
Source = A
Destination = B
Protocol ID = ...
Message ID = 3
Encryption algorithm = Hash
Size of the payload = 800 bytes
...
	The payload of this message:

d + hv



A threat to keyless hashing: Man-in-the-Middle attack against keyless hashing
Assumption (the result of a pre-cursory DNS Pollution attack): A hacker (H) has polluted A’s DNS, so when A tries to find B’s IP, the hacker’s IP will be returned. Implication: When A tries to send a message to B, that message will be redirected to H.
	A (hash generator)
1. Create the data (d)
2. Hash (d)  hash value (hv)
3. Send both d and hv to B. NOTE: This message will be redirected to H.

	H (the hacker or man-in-the-middle)
3a. Retrieve message 3  d and hv
3b. Change d to dH
3c. Hash (dH)  hvH
3d. While Impersonating A (the original sender), H sends dH and hvH to B.
	B (hash verifier)
4. Check the header to see if B is the destination. If not, abort.
5. Retrieve the payload  d2 + hv2
6. Hash (d2)  hash value (hB)
7. If hB is the same as hv2, 
then d2 is correct;  //Data Integrity
else something is wrong; abort.



Message 3d above consists of the header and the payload.
	The message header:
Source = A
Destination = B
Protocol ID = ...
Message ID = 3
Encryption algorithm = Hash
Size of the payload = 800 bytes
...
	The payload of this message:

dH + hvH



The result of this MITM attack against keyless hashing?
B will trust that the received data is correct without knowing the data has been revised by someone in the middle.
Conclusion? Keyless hashing is vulnerable; do not use it without other protection.

Other protection to strengthen hashing?
1) Use keyless hashing + data encryption (either symmetric or asymmetric)
Prerequisite: A key, k, has been pre-shared between A and B.
	A (hash generator)
1. Create the data (d)
2. Hash (d)  hash value (hv)
3. Encrypt d using k  ciphertext (c)
4. Send both c and hv to B.

	B (hash verifier)
5. Check the header to see if B is the destination. If not, abort.
6. Retrieve the payload  c2 + hv2
7. Decrypt d2 using k  d2
8. Hash (d2)  hash value (hB)
9. If hB is the same as hv2, 
then d2 is correct;  //Data Integrity
else something is wrong; abort.




Q: Would the above revised algorithm be strong against MITM attack (as described earlier)?
A: Without the proper key to decrypt c, the hacker cannot get the plaintext data (d) and change it, meaning that the MITM attack cannot be successfully carried out by the hacker.

2) Use keyed hashing (i.e., MAC)

· Message Authentication Codes (MAC), a keyed hashing method
Pre-requisite: MAC implies there exists a pre-shared key (k) between the entities.
The protocol:
	A (the sender/generator)
1. Creates the data (d)
2. Hash d using the pre-shared key, k  mac
3. Send both d and mac to B
	B (the receiver/verifier)
4. Check the header of the received message to be sure it was sent to B; if not, abort.
5. Retrieve the payload  d2 + mac2
6. Hashing d2 using k  macB
7. If macB == mac2, 
then (a) d2 is the correct data //data integrity
        (b) The origin information of message 3 (i.e., source = A) is correct //origin integrity
else, something is wrong, abort.




Message 3 above consists of the header and the payload.
	The message header:
Source = A (the origin information of this message)
Destination = B
Protocol ID = ...
Message ID = 3
Encryption algorithm = HMAC
Size of the payload = 900 bytes
...
	The payload of this message:

d + mac



EX: Finish the portion of B.
Q: Why would B be able to trust that message 3 was indeed produced by A (and not anybody else)?
Because B, in step 6, uses a pre-shared key (k) with A to generate the code, and that code happens to be the same as the code included in message 3, so B can concludes that it must have been A that had generated the code in message 3.

· Digital Signatures (DS)
Prerequisites?
a. DS depends on public key cryptography.
b. That is, each participant in a DS protocol must have a key pair (the public key, the private key).
c. DS depends on hashing.
d. The Verifier (V) has the Signer’s public key (Spub).

NOTE: Public key cryptography in general is more computationally expensive (i.e., using much more computing resources) than symmetric cryptography. According to some researchers, public key cryptography is 1,000 times more expensive than symmetric cryptography.
Implication? Lower-end computing devices may not be powerful enough to support public key cryptography, including digital signatures, digital certificates.

	Signer (S)
1. Create data (d)
2. Hash (d)  hash value (hv)
3. E Spriv (hv)  signature (sig)
4. Send both d and sig to V.

	The Verifier (V)/Retriver/Recipient
5. V has received what S sent  d2 and sig2
6. D Spub (sig2)  hv2
7. Hash (d2)  hv3
8. If hv3 == hv2, then 
a. d2 is the correct data; //data integrity
b. S was the one who generated sig2 (by using Spriv); //signer origin integrity  
NOTE: not sender origin integrity
c. Signer Non-repudiability //That is, the signer cannot deny being the signer of d using Spriv; if the signer ever tries to deny that, the signature will be verified to prove that he or she is lying.
Else problems (e.g., d2 or sig2 is not correct, wrong hash function, wrong cipher, or wrong key).




The packet representing message 4 above:
	The message header
Signer/Sender: S
Destination: V
...

	The payload

d + sig



A potential threat: Message 4 could be replayed.
Q: What would be the impact when message 4 above is replayed?
A: Unless anti-replay is added to the protocol, Sender Origin Integrity is not there when V verifies the received data and signature, but Signer Origin Integrity is still there.
Lessons?
a. In a replayed message 4, the sender may not be the signer him/herself;
b. Add anti-replay mechanism (for example, timestamping, unique message ids) to a protocol (such as the DS protocol) to protect it against replay attacks.

The signing process:
Data (d)
Signing
(Public Key Cipher)
Signer’s private key (Spriv)
Hashing  algorithm (Hash)
signature


The verification (of signature) process?
Data (d)
Verifying
(Public Key Cipher)
Signer’s public key (Spub)
Hashing  algorithm (Hash)
signature
Yes or no (‘yes’ means the sig was produced by S using her private key on the data)


Q: What security services would digital signatures provide?
Integrity of the data 
Signer origin integrity (or signer/sender OI if anti-replay is in place)
Signer NR

Q: Are replay attacks possible against digital signatures?
Yes, unless anti-replay mechanisms (such as timestamping) is added to the protocol.


· Security Services (what) versus Security Mechanisms (how)
	Security services
(what ought to be provided)
Policy level
	Security mechanisms
(how to provide the needed service)
Technical level

	Confidentiality
The asset is only available to authorized entities (e.g., persons, programs/processes).

Example of confidential accesses:
· The computer workstations in a university lab can only be used by authorized users.
· [bookmark: _GoBack]Only persons having a valid ID badge can access the restricted area.
· Only computers having the right password can access the wi-fi network.
· Only authorized phones can connect to a mobile phone company’s system.
· ...

	· Access Control or AAA (including Authentication, Authorization, and Accounting)
· SIM cards
· Smart badges
· Smart cards
· Surveillance systems (like cameras, sensors)
· Face recognition systems
· Multi-factor authentication
· ...

· Encryption
NOTE: When a message or data is transmitted over the network, there exists no global controller that can exercise access control of the message or data. That means, encryption is the dominant mechanism in providing confidentiality over network-transmitted data.


	(Data) Integrity
The asset is correct (or trustworthy).

Examples:
· The content of a file remains intact (without being tampered with) between the time it is saved and the time it is retrieved.
· When a customer purchases a brand new computing device (e.g., a laptop), the hardware of that device must be the same as when it was manufactured.
· The credit card readers in the check-out counter must be correct.

	· Hashing, Message Digests (NOTE: Use data encryption along with keyless hashing to prevent MITM attacks)
· Message Authentication Codes (MAC)
· Digital Signatures

· Hardware seals

A common misconception: Does encryption provide data integrity?
NO! An encrypted file’s content can still be changed (by an attacker or by some system faults).


	Origin Integrity (aka. Authenticity)
The origin of the asset is correct.

Examples:
· The author information in a file’s header is the correct author.
· The sender of an email is exactly who sent it.
· The manufacturer of a laptop is the authentic manufacturer.
· A software was produced by the authentic manufacturer.
· ...
	· Message Authentication Codes (MAC)
NOTE: MAC is less expensive computationally.

· Digital Signatures
NOTE: DS is more expensive computationally (the number of key bits, cpu power, memory space).



	Availability
The service or the asset MUST be available to all those that are authorized.
Availability is related to guarantee of service or QoS (Quality of Service).

e.g., The public web page of an organization must be available to all who try to access that page.
e.g., A bank’s customer can check his or her bank accounts whenever needed.
e.g., A student must be able to enroll in a class via the e-service.


	There exists no single mechanism that can ensure availability.
Multiple mechanisms do exist that can improve availability of a service or a system.
e.g., Timestamping is often used in protect a protocol against replay attack, which may lead to DoS attack and negatively affect the availability of the targeted service.
e.g., Backup services (for example, backup servers or Cloud storage or external storage)
e.g., Redundant servers
e.g., Fault-tolerant systems

Keep your system and networks up-to-date (e.g., with the most recently released security patches).

	Non-repudiability (NR)
· Usually required for critical resources (for example, large sum of money, life and death situations, etc.)
· NR is about the actor that had performed certain action should not be able to later deny that action; there exists certain technical measure to ensure that, if the actor lies, he or she will be proved wrong.

e.g., John is a final consultant working for a major bank, and he has transferred $2 Million dollars from a customer’s saving account to an external account. It is desirable in such a case to ensure that John will not be able to deny having issued such a transaction.

	
Digital Signatures is often used in digital transactions to provide non-repudiability by attaching a digital signature to, for example, the signed digital document or contract.





Q: Is logging/recording of user activities a technical measure that provides Non-repudiability of user actions? NO (because the logging system is operated and maintained by the server/organization/bank).
That is, can a user deny his/her action even when a certain activity is included in the system log? YES (because the user could claim that the bank/organization had made up the record/log).
Since year 2001, in the US Digital Signatures have been an acceptable form of signing electronic contracts or agreements.

Q: Do you agree with the following statements? Justify your answer. (That is, if you agree, explain why; if you do not agree, explain why not.)
f. If I apply a very strong encryption method to protect a file, the file is secure.
False.
Security = confidentiality + data integrity + origin integrity + anti-replay + ...

g. If I install a very powerful firewall in my network, my network will be secure against threats.
False.

A firewall is a ‘packet sniffer’; it examines the source, destination, and payload type in the packet header.
An analogy: A security guard guarding an entrance is only part of the complete security solution.

h. An encrypted data cannot be changed.
False.
i. Strong authentication is the first line of defense against cyber attacks.
True.
j. An advanced cryptographical algorithm such as the digital signature provide many benefits in securing a document. A digitally signed document is secure and cannot be attacked in any way.
False.

Next Time: Digital Certificates

