6

The 2 proposed solutions are digital certificates for web servers and secure online payment management system.  Digital certificates can be used for authentication indirectly because it is used to identify the server in the SSL handshakes.  Once SSL connection is established, combination of SSL usage in the secure online payment management system, public and symmetric encryption, and digital certificates can then be used to provide confidentiality, integrity, and nonrepudiability.
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The private key should be 1024-bit.


26


[image: image1]
Customer





SSL Server Certificate





Payment Gateway





Banks & Payment Processors





Send orders & payment





Confirms order





Payment authorization & Payment





Confirms





Payment Authorization & Payment








