8. Explain why symmetric cryptography is considered as impractical in today’s web-based systems.
Traditional symmetric cryptographic systems are based on the idea of a shared secret. In such a system, twp parties that want to communicate securely first agree in advance on a single “secret key” that allows each party to both encrypt and decrypt messages. 

In today’s Web-based systems involving many participants and transitory interactions, exchanging secret keys is unwieldy and impractical in large networks. Furthermore, the sharing of secret key requires both senders and recipients to trust, and therefore be familiar with, every person they communicate with securely. Also, symmetric systems require a secure channel to distribute the “secret” keys in the first place. If there is such a secure channel, why not use it to send the entire secret message?
18. In complex, multiserver environments, SSL server certificates must be used carefully in order to satisfy the three requirements of online trust, Explain what the requirements are in multiserver environments.

· Client applications, such as Web browsers, can verify that a site is protected by any SSL server certificate by matching the “common name” in a certificate to the domain name(such as www.verisign.com) that appears in the browser. (Certificates are easily accessible via Netscape and Microsoft browsers.)

· Users can also verify that the organization listed in the certificate has the right to use the domain name, and is the same as the entity with which the customer is communicating.

· The private keys corresponding to the certificate, which enable the encryption of data sent via Web browsers, are protected from disclosure by the enterprise or ISP operating the server.
28. Explain how VeriSign Payflow Payment Services support B2B payment applications
The robust and open architecture of VeriSign Payflow Payment Services have been designed to support both B2C and B2B payment application.
VeriSign uses a client server architecture to process transactions: the client is installed on the merchant’s site and integrated with the merchant’s e-commerce application. The client software establishes a secure link with the VeriSign processing server using an SSL connection to transmit encrypted transaction requests. The VeriSign server transmits the request over a private network to the appropriate financial processing network. When the authorization response is received via the financial processing network, the server returns the response acknowledgement to the server.
By partnering with VeriSign, merchants gain the ability to free themselves from point-to-point and difficult-to-integrate payment solutions, reaping the benefits of an integrated payment platform designed specifically for the Internet.
