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Q.7 In section II.A, it was stated that "This section presents background technical information on cryptographic systems, including Public Key Cryptography, the system underlying Secure Sockets Layer (SSL)—the basis for every e-commerce trust infrastructure." 
************************************************************************
A. Do you agree SSL being the basis for every e-commerce trust infrastructure? Justify your answer.
************************************************************************
B. Explain why Public Key Cryptography is the system underlying Secure Sockets Layer (SSL).
************************************************************************
Solution:

Yes, we do agree that ssl is the basis for every e-commerce trust infrastructure, because, 

A. SSL provides server authentication. A server certificate allows users to confirm a Web server’s identity. Web browsers automatically check that a server’s certificate and Public ID are valid and have been issued by a certificate authority (CA)—such as Verisign— included in the list of trusted CAs built into browser software. 

************************************************************************
B. SSL provides a secure channel for transmission of data which is Encrypted.
Public key cryptography is used because it is the requirement of the SSL protocol and it is built on it. Public key cryptography in essence means encryption of data using a published public key and decryption is then performed using a secret private key.

************************************************************************
Q.17 Explain what Server Gated Cryptography (SGC) means.
Server-Gated Cryptography (SGC) is a technology that was previously used, most often by financial institutions, to ensure that all clients, regardless of browser version or other software version, could communicate with the server using 128-bit encryption. SGC is an extension of Secure Sockets Layer (SSL) that allows financial institutions to use strong encryption.
How does it work?
The server certificates are equipped with a special extension to enable “Server Gated Cryptography (SGC)” and no additional application is required to be run on the client’s browser to support SGC.
At first the client browser initiates a connection with only a 40-bit cipher. When the server certificate is transferred, the browser verifies the certificate against its built-in list of approved CAs. Here, it recognizes that the server certificate includes the SGC extension, and then immediately renegotiates the SSL parameters for the connection to initiate an SSL session with a 128-bit cipher.
************************************************************************
Q27. Explain the difference between B2C and B2B payment applications.

Solution:

The key challenges to creating an open business-to-business payment application are:

- 
Developing a trusted communication infrastructure for the secure transfer of 
business information.

-
Identifying vulnerabilities of sending payment information across the Internet.

-
Developing a trusted infrastructure for clearing transfer of funds. 

-
Certifying authorized payments

-
Interfacing with business accounting systems.
-
Server authentication and client authentication might be needed

-
Digital signature can be used for transactions 
************************************************************************
The key challenges to creating an open business-to-consumer payment framework are:

-
Trusted communication between client and the server is needed

-
Confidentiality of the client information is the a vital concern

-
Client needs to authenticate server.

-
Its not practical to use Digital signature as there can be thousands of a clients 
accessing the same web server.

************************************************************************
