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Note: 
This is an open-book exam. Try to give precise and direct answers. More words do not necessarily mean better grades … ( When possible, write your answer in the space provided.
Be sure to quote the source when you use or copy text from others’ work (e.g., published papers, web pages, etc.) Violation of copyright laws (that is, plagiarism) will result in severe reduction of your grades and/or disciplinary actions (pertaining to UH – Clear Lake’s Academic Honesty Policy). 

See http://b3308-adm.uhcl.edu/PolicyProcedures/Policy.html for the policy.
The test time is three hours (4 - 7pm). By 7pm, send your answers (along with the questions) as an email attachment to BOTH yang@uhcl.edu and yangAndrewT@gmail.com. The name of your attached file should start with your last name.
I will confirm each of the submitted final exams by 8pm.

Be sure to enter your name and student ID below.

If you’ve got any doubt regarding the questions, feel free to email me at yang@uhcl.edu. 
Your name: 





   
Student ID: 



Exam Time: 4 – 7pm
Score: 


 /  60 (for instructor use)
1. Firewalls: 
1.1. (10 pts) Very often a firewall is considered as a packet filter for traffic coming in to a private network from the outside. A firewall is also useful in controlling outgoing traffic, that is, traffic sent out to the Internet from inside a private network. Give one example of the firewall being used for such a purpose (i.e., filtering outgoing traffic).
1.2. (10 pts) What security goals (confidentiality, data integrity, authentication, non-repudiability, availability) can firewalls help to provide? Justify your answers.
Confidentiality:

Data integrity:  

Authentication: 

Non-repudiability: 

Availability:
2. Securing a communication link:

2.1. (10 pts) Explain how the communications between a Web application and a database server (on two separate computers across the network) may be secured. Include at least two such methods in your explanation.
2.2. (10 pts) Which security method did you use in your project? What security services (confidentiality, data integrity, authentication, non-repudiability, availability) are provided by the method you used?
3. (20 pts) E-survey & anonymity: In an online electronic survey system, anonymity and accountability are two important but seemingly contradictory features. On one hand, the subject’s identify needs to remain anonymous. On the other hand, only eligible persons (or subjects) are allowed to fill out the survey, and each subject is only allowed to fill out one and only one survey. Design an e-survey protocol that provides both anonymity and accountability services.

