5. Four goals were discussed in section 1.B of the article. Availability was not one of them. Should an e-commerce site be concerned with availability? Justify your answer.

Sol: 

Availability is about being able to use the service when needed and without undue delay. It is one of the Internet's greatest advantages. Potential customers can visit a web site at any time of day, in any time zone, and from any place that has an Internet connection. As a result of this availability, customers come to expect this level of access from all web sites, and if customers encounter even slight difficulties on one web site, they quickly go elsewhere.


So, one of the main goals for e-commerce and critical infrastructure services is “a service should have high availability”. We have to put physical and software protection methods in place to prevent attackers from stopping or delaying legitimate users from having reasonable access to the services. Availability is ensuring that denial-of-service attacks are not possible.

15. Explain the differences between the 40-bit SSL server certificates and the 128-bit SSL server certificates.

Sol:
SSL comes in two strengths, 40-bit and 128-bit, which refer to the length of the "session key" generated by every encrypted transaction. The longer the key, the more difficult it is to break the encryption code. 128-bit encryption is approximately 3 * 10 26 times stronger than 40-bit encryption.

To establish the 128-bit SSL encryption, a 1024-bit private key needs to be selected rather than a 512-bit private key which enables only 40-bit encryption. 

Another key difference is the number of server platforms that support them. 128-bit IDs are supported by many major platforms, while 40-bit Certificates are supported by a much longer, more comprehensive list of platforms.

40-bit SSL server certificates enable 40-bit SSL when communicating with export-version and 128-bit SSL encryption when communicating with domestic-version of Microsoft® and Netscape® browsers.

128-bit SSL server certificates enable 128-bit SSL encryption with both domestic and export versions of Microsoft® and Netscape® browsers.

25. Explain what a processor is and its role in a typical online payment transaction.

Sol:


The processor is a large data center that processes credit card transactions and settles funds to merchants, connected to the merchant on behalf of an acquirer via a payment gateway.


The role of the payment processor is to take the online order, have it approved by the banks of the buyer and seller, and handle the details of the transaction, including processing the credit cards and billing.

The merchant requests payment authorization from the payment gateway, which routes the request to banks and payment processors and payment from the credit card holders issuing bank is delivered to the merchant’s online account.
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