Q2. According to the article, what was the percentage of Web users reported that a lack of security made them uncomfortable sending credit card numbers over the Internet?

Answer:
Eighty-five percent of Web users surveyed reported that a lack of security made them uncomfortable sending credit card numbers over the Internet.

   12. What unique problem can digital certificate help to mitigate? Be specific.
          Answer:

          Digital certificates for Web servers help:

1. to provide authentication:  Since customers must be reassured that they are 
     dealing with a real entity, the company can provide its digital certificate that is 
                 generated and issued by a trustworthy authority named certification authority  

                 (CA). The security policy of a CA describes the lifecycle of key pairs or 
                 attributes (public keys), respectively, and thus, the validity period of a 
                 certificate. All parties that trust the CA can be confident that the public keys 


     that appear in certificates are valid.
2. privacy and data integrity through encryption:
The browser while sending the customer information would extract the public key from the certificate sent by the company server and use this key to encrypt the data before a session key is established. Hence ideally only the company server would be able to decrypt this info as it is the only one who has a private key associated to that public key it sent to the client. Hence, providing some scope for data integrity.
22. What is Name-Based Virtual Hosting? 
Answer:

With Name-based virtual hosting, the server relies on the client to report the hostname as part of the HTTP headers. Using this technique, many different hosts can share the same IP address.
Say the ISP has its own certificate for www.isp.com . If it provides all its customers a unique domain name like customername.isp.com and uses the same certificate to validate the common name and the domain name, it is going to generate an error. To solve this and enable matching all sub-domains, we have to have a wild card certificate in the form *.isp.com. This would validate customer1.isp.com as well as customer2.isp.com with the same certificate used to validate www.isp.com 
