Questions & Answers on the veriSign's Technical Brief:

      "Building an E-Commerce Trust Infrastructure: SSL Server Certificates and Online Payment Services"

3. To succeed in the fiercely competitive e-commerce marketplace, businesses must become fully aware of Internet security threats, take advantage of the technology that overcomes them, and win customers’ trust. What are the Internet security threats discussed in the article? Classify each of the threats as violation of one of the security goals, that is, confidentiality, data integrity, origin integrity, availability, and non-repudiability.

Some of the security threats discussed in this article are

1. Spoofing – Creation of illegitimate sites that appear to be published by established organizations. It is a violation of authenticity ( Origin Integrity). The user thinks he is communicating with some one but he is not.

2. Unauthorized disclosure- Hackers intercept transmissions to obtain customers sensitive information. It is violation of confidentiality. 

3. Unauthorized action – Hacker alters the website so that it refuses service to potential clients or malfunctions. It is violation of availability.  

4. Eaves Dropping- The private content of the transaction is intercepted enroute. It is violation of confidentiality. 

5. Data alteration – The content of the transaction is altered. It is violation of data integrity. Usernames, credit card numbers etc are vulnerable to such alterations.

13.  In section IV, it was stated "SSL server certificates satisfy the need for       confidentiality, integrity, authentication, and nonrepudiation." Do you agree with       the statement? Justify your answer by arguing for or against the statement. 

I agree with the statement. The below security goals are achieved in SSL.

Authentication:

SSL Server certificates allows users to confirm a Web server’s identity. Web browsers automatically check that a server’s certificate and public ID are valid and have been issued by a certificate authority (CA) included in the list of trusted CAs built into browser software. 

Confidentiality:

Server certificates establish a secure channel that enables all information sent between a user’s Web browser and a Web server to be encrypted thus protecting private information from interception over the Internet. Hence confidentiality is achieved.

Integrity:

All data sent over an encrypted SSL connection is protected with a mechanism for detecting tampering that is, for automatically determining whether the data has been altered in transit. Hence Integrity is protected.

Non – Repudiability:

In SSL both client and server are authenticated. There is a proof of authorship. Hence Non-Repudiability is achieved.

23. Visit http://www.verisign.com/rsc/wp/certshare/certshare.html and read the white paper "Securing Multiple Web Server and Domain Configurations". 
The main summary of the paper is follows:

The paper concentrates on the proper use of SSL certificates in special network configurations like:

1. Redundant server backups 

2. Organizations running multiple servers to support multiple site names 

3. Organizations running multiple servers to support a single site name 

4. Service providers using virtual and shared hosting configurations 

VeriSign's recommendations for each of these scenarios involve a unique certificate per domain name per server. The paper focuses on certificate usage on multiple servers, the issues and VeriSign’s solutions. It specifically addresses the needs of service providers with large deployments of shared hosting customers. VeriSign offers a shared SSL authentication service for individual merchants and domains that operates from a single shared certificate.
