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Q 4). List and explain three or more security threats that were not included in the article. Classify the threats according to the security goals that is, confidentiality, data integrity, origin integrity, availability, and non-repudiability.?

Answer:

1. Session hijacking: This treat occurs when a hacker takes over a SSL session between the server and the client. Since most authentications only occur at the start of the session using the SSL handshake, this treat allows the hacker to communicate with the server using a false identity by stealing the session ID shared between the client and the server. Such a treat would fall under both Non-repudiation and Data integrity.

2. Stolen Credit Card/ Password: The Hacker can impersonate a false identity by cracking the password to the user account or by registering with stolen credit card information. Such a treat is a big challenge to online–Ecommerce and falls under Non-repudiation.

3. Zombie Server:  In this type of treat the hacker has compromised the security of the server and is able to access all the sensitive information stored on the server. This treat falls under confidentiality since the client has trusted his sensitive information to a server that has a security loophole. 

Q 14). What necessary functions to establish e-commerce trust are fulfilled by SSL server certificates? Explain how.

Answer:

SSL server certificates fulfill two necessary functions to establish e-commerce trust:

SSL server authentication: allows a user to confirm a server's identity. SSL-enabled client software can use standard techniques of public-key cryptography to check that a server's certificate and public ID are valid and have been issued by a certificate authority (CA) listed in the client's list of trusted CA’s.

SSL encryption: requires all information sent between a client and a server to be encrypted by the sending software and decrypted by the receiving software, thus providing a high degree of confidentiality. Confidentiality is important for both parties to any private transaction. In addition, all data sent over an encrypted SSL connection is protected with a mechanism for detecting tampering--that is, for automatically determining whether the data has been altered in transit

24). Explain what an Internet payment gateway is, and its role in a typical online payment transaction?

Answer:

An Internet Payment Gateway is defined as a mechanism operated by an Acquiring Institution or designated third party that processes payment transactions for merchants, including payment instructions from cardholders in an ecommerce transaction.

Internet Payment Gateway benefits:
· Payment validation in real time 

· Less fraud (but there are many stolen credit card numbers floating around) 

· Money is normally deposited into your bank account automatically 

· Reports and refunds normally allowed via browser by gateway company.

In an online payment transaction once the customer has completed his order by submitting his payment instructions to the merchant. The merchant requests the payment authorization from the payment gateway. The gateway routes this transaction through the financial institution’s of the parties involved that insures that the client’s account will be charged and the merchant is guaranteed his payment. The merchant can then confirm the order and supply the goods or the services to the client. 

