CSCI 5931 Web Security

Supplemental Notes for Chapter 10 of the GS book: TunnelServer.java 
NOTE: Correction!!
· The diagram below illustrates how the two instances of TunnelServer, one on the client machine (that’s where JDBCTest.java is located), and the other on the server machine (that’s where the Oracle DBMS is located). Many thanks for Rushad Shaikh, who put together the diagram. (Thanks, Rushad.)
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· The diagram may first seem to be confusing, mainly because both the client and the server are instances of the same class, that’s TunnelServer. Please pay close attention to the actual parameters when the two instances are constructed, especially the attribute eRemote, which is used throughout the program to differentiate the different behavior between client-side and server-side TunnelServer.
· There are overall three sockets in the interactions. 
1. The first is between the client-side TunnelServer instance and the client application (that’s JDBCTest.java), and is represented by the object srcSocket, which is an instance of ServerSocket in the client-side TunnelServer and handles socket communication between itself and the JDBCTest client application, via the port 1521 on the client-side machine.
2. The second socket communication is between the server-side TunnelServer  and the Oracle DBMS, and is represented by the object destSocket in the server-side TunnelServer. destSocket is an instance of Socket and connects to the instance of ServerSocket provided by the DBMS, via the Oracle application port 1521 on the server.
3. The third socket communication is an SSL socket between the client-side TunnelServer and the server-side TunnelServer. The object srcSocket in the server-side TunnelServer is an instance of SSLServerSocket, and listens at the tunnel port 6543 and waits for connection request. The object destSocket in the client-side TunnelServer is an instance of SSLSocketFactory, and makes connection request to the server-side TunnelServer via the domain name (or IP address) of the DBMS server and the port 6543.
· Exercise: 

Use the TunnelServer.java source code to trace the execution of the server-side TunnelServer and show its screen output.
Send comments/corrections to yang@cl.uh.edu. Thanks. 
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