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        Spring 2011   
Midterm exam
p.1

Test time: 60 minutes

Your name: 





    

Score: 



 / 50.

Note: 

This is a closed-book exam.  Leave an empty seat between you and your next neighbor.
You may use a calculator, but sharing a calculator (or anything else) is NOT allowed.

If you write your answers on the back of a page, make sure it is clearly marked at the front page. 

Try to provide precise answers. Budget your time over the questions!

Important: Your writing should be easy to read.  When possible, try to print your answers.

1. Suppose Adam has saved a secret message in a USB drive and then asked his friend John to deliver the USB drive to Paula. 

1.1. (5 pts) Explain what confidentiality means in this scenario.

1.2. (5 pts) Explain what origin integrity means in this scenario.

2. Suppose Adam is the representative of company A while Paul is the representative of company B. After weeks of negotiations, they’ve finally reached an agreement on a business deal, which involves company A paying company B $1,200,000 for some products and services. Adam then prepares an electronic version of the contract and emails it to Paul to sign.
2.1. (5 pts) Suppose the contract is emailed as plaintext and is not protected in any way. An attacker, H, decides to launch a man-in-the-middle attack against this communication. Explain how such an attack would work by giving detailed steps of the attack.
2.2.  (5 pts) Company A’s security officer, Steve, has advised Adam to add a message authentication code (MAC) to the contract. Explain how it would work. Explain whether there is any prerequisite(s) of using MAC.
2.3. (5 pts) Suppose Steve also told Adam that adding a MAC to the contract would provide data integrity and origin integrity. Is this true? Justify your answer. (That is, if your answer is yes, explain why and how; if your answer is no, explain why not.)
Data integrity:
Origin integrity:
2.4. (5 pts) Suppose Adam’s supervisor, Sam, asks Adam to use a digital signature when sending the contract. Explain the prerequisite(s) of using digital signatures in such an application.
2.5. (5 pts) Suppose one of company A’s policies concerning email messages exchanged between company employees is that an email message should provide creator non-repudiability. Explain how this policy may be enforced, by explaining what mechanism(s) may help to support the desired feature.
3. (5 pts) While 256 bits are sufficient for symmetric keys (e.g., AES), public key ciphers tend to require larger number of key bits (like 2048 bits). Give two reasons why public key ciphers require more key bits in order to be secure.

4. The Access Control Matrix (ACM) can be used to enforce rule-based access control. 
4.1. (5 pts) First explain what the ACM is. 
4.2.  (5 pts) Then explain how the ACM may be used for enforcing rule-based access control.

